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A b stra ct

This thesis deals w ith wormhole a ttack  discovery in mobile wireless ad hoc 

networks. Two separate approaches to  wormhole a ttack  discovery are developed 

in th is thesis. One approach -  based on protocol-breaking -  allows detection of 

wormholes th a t d isrupt network operations by dropping network packets. An

other -  a  novel frequency-based analysis of periodic network messages -  detects 

wormholes th a t do not drop traffic. The developed wormhole a ttack  discov

ery techniques are local, do not rely on specialized hardw are or clock synchro

nization, and do not require modification to  existing ad hoc netw ork routing  

protocols.

In addition, tools th a t are necessary for ad hoc netw ork a ttack  research are 

created. Network traffic analyzer modules applicable to  ad hoc netw ork research 

are developed and tested . Also, a realistic im plem entation of a wormhole a ttack  

in the  NS-2 network sim ulator is created.
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Chapter 1

Introduction

Mobile wireless ad  hoc networks (M ANETs) are a relatively new field of research. 

Such networks are fundam entally different from wired networks, as they  use a 

wireless medium  to  com m unicate, do not rely on fixed infrastructure , and can 

arrange themselves into a  network quickly and efficiently. In a  M ANET, each 

node can serve as a  rou ter for o ther nodes, which allows d a ta  to  travel, utilizing 

m ulti-hop network paths, beyond the line of sight.

M ANETs are particularly  a ttrac tive  for situations where deploym ent of in

frastructu re  is costly or im practical, such as m ilitary deployments, emergency 

rescue operations, and short-lived conference or classroom activities. The se

curity  of such networks, however, is a great concern [1]. The open n a tu re  of 

the wireless m edium  makes it easy for outsiders to  listen to  netw ork traffic or 

interfere w ith it. Lack of centralized control au thority  makes deploym ent of tra 

ditional centralized security mechanisms difficult, if not impossible. Since there 

are not, necessarily, any clear network en try  points, it is difficult to  im plem ent 

perim eter-based defence mechanisms such as firewalls. Finally, in a  M ANET 

nodes m ight be battery-pow ered and have very lim ited resources, m aking the

1
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use of heavy-weight security solutions undesirable [1, 2, 3].

A large num ber of routing protocols for M ANETs have been proposed to  

enable quick and  efficient network creation and restructuring. However, common 

ad hoc routing protocols were not designed w ith security in m ind and assume 

a  tru sting  and cooperative environm ent [1]. Security of M ANET routing  is an 

active research area a t th is time.

Wormhole a ttacks are am ong the  m ost severe a ttacks on ad  hoc networks 

and are perhaps the m ost difficult attacks to  prevent or detect [5, 6]. A worm

hole a ttack  takes its nam e from physics, where a  wormhole is a  th in  tu b e  of 

space-tim e th a t connects d istan t regions of the  universe. A netw ork wormhole 

a ttack  ‘connects’ d istan t p arts  of the  network. A wormhole is created by two 

collaborating attackers. One attacker records the  traffic on one end of the  ne t

work, and tunnels the  traffic, using an off-channel link, to  the  o ther attacker 

located a t ano ther end of the network. The second attacker then  rebroadcasts 

the  traffic a t the  o ther network end. These attackers’ actions fool d istan t ne t

work nodes into believing th a t they are direct neighbours, forcing these nodes 

to  com m unicate through the wormhole adversaries, thus giving wormhole a t

tackers full control of the link between valid network nodes. W ormhole a ttacks 

are very difficult to  detect and prevent because cryptography-based measures 

do not alleviate them , as wormholes do not introduce new netw ork messages, 

nor do they  a lte r existing network messages.

1.1 Contributions to the field

This thesis deals w ith wormhole a ttack  discovery in wireless ad hoc networks. 

The contributions from this work to  the  field are two-fold: the  tools allowing the 

study  of wormhole attacks and the  techniques for wormhole a ttack  detection.

The tools th a t  are necessary for the  study  of wormhole a ttacks in wireless ad

2
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hoc networks are developed in this thesis. These are: a network traffic analyser 

suite capable of working w ith wireless ad hoc network traffic and an NS-2 worm

hole a ttack  sim ulator. The developed network traffic analyzer suite should allow 

researchers to  easily study ad hoc network traffic. The NS-2 wormhole a ttack  

sim ulation is a realistic, detailed representation of a wormhole a ttack  in a sim

u lator environm ent; it will allow researchers to  easily modify wormhole a ttack  

param eters and  test novel wormhole a ttack  detection/prevention mechanisms.

Two different traffic analysis techniques th a t are applicable to  wormhole 

a ttack  detection in M ANETs are developed in this thesis. These techniques 

have the following properties:

• They rely on routing messages and neither introduce overhead nor require 

changes to  existing routing protocols

•  They do not require specialized hardw are or clock synchronization between 

network nodes

•  They are local techniques th a t are to  be perform ed by individual nodes; 

no cooperation between nodes is required

One of these techniques -  based on protocol-breaking -  allows for easy detec

tion  of a malicious wormhole th a t d isrupts network com m unications by dropping 

packets. A nother -  frequency-based analysis of routing  messages -  allows de

tection of wormholes th a t are ‘do rm an t’ i.e. merely present on a  netw ork bu t 

not yet malicious. This la tte r technique presents a novel approach to  worm

hole a ttack  detection: ra th e r th an  try ing to  detect th a t packets have travelled 

farther than they should or faster than they should (as other wormhole a ttack  

detection techniques do), this technique works by detecting th a t  packets have 

been processed more than they should.

A paper based on th is work was published in the  proceedings of the  IE E E

3
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M ilitary Com m unications conference:

• M .A . Gorlatova, P.C. Mason, M. W ang, L. Lam ont, R. Liscano, Detecting  

W ormhole A ttacks in Mobile Ad Hoc Networks Through Protocol Breaking 

and Packet Tim ing Analysis , in Proceedings of IE E E  M ilitary Communi

cations (M ILCOM ), W ashington, DC, O ctober 2006

The structu re  of th is thesis is as follows. C hapter 2 presents the  background 

for th is thesis and  summarizes the prior a rt in the  wormhole a ttack  detection 

research area. This chapter also describes the  testbed  experim ent conducted as 

p a rt of this thesis work. C hapter 3 describes the  tools th a t  were created in this 

thesis: a network traffic analyzer M ANET suite and an NS-2 wormhole a ttack  

im plem entation. C hapter 4 describes the  developed wormhole a ttack  detection 

technique th a t  allows detection of wormholes th a t  drop traffic. C hap ter 5 de

scribes a  novel wormhole a ttack  detection approach based on frequency-space 

analysis of routing  message tim ing. Finally, chapter 6 sum m arizes th is thesis 

contributions and provides further work directions.

4
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Chapter 2

Background, Literature 

Review , and Experim ental 

Settings

This chapter provides background inform ation about certain  ad  hoc network

ing protocols, traffic analyzers, and network sim ulators, as well as an ad  hoc 

networking testbed  th a t is used in th is work. It also introduces the  field of 

wormhole a ttack  detection and prevention, giving a brief overview of the  sta te  

of the a rt of wormhole a ttack  studies.

Section 2.1 provides background inform ation perta in ing  to  th is thesis. Sec

tion 2.2 describes the  wormhole a ttack  in detail and summarizes the  published 

work th a t deals w ith wormhole attacks in ad  hoc networks. Section 2.3 describes 

the experim ental testbed  network setup th a t  is used throughou t th is thesis for 

the  dem onstration  of wormhole a ttack  detection results.

5
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2.1 Background

As th is thesis deals m ostly w ith IE E E  802.11-based ad hoc networks th a t  use 

OLSR as their routing protocol, this section describes bo th  802.11 and  OLSR. 

Section 2.1.1 describes IE E E  802.11, and talks about 802.11 traffic captures and 

traffic analyzers. Section 2.1.2 describes OLSR. Finally, section 2.1.3 introduces 

a network sim ulator NS-2 th a t is used in th is thesis.

2.1.1 IEEE 802.11: standard, traffic captures, and analyz

ers

A de facto  standard  for wireless ad hoc networks is IE E E  802.11 [7], the  same 

wireless com m unication standard  th a t is used in home wireless networks. IE E E

802.11 specifies physical-layer and MAC-layer behaviour of nodes.

There are three basic packet types in 802.11: da ta , control, and m anage

m ent packets. D ata  packets carry  d a ta  from higher-layer protocols (such as, 

for example, A R P or T C P /IP ) , control packets assist in d a ta  delivery between 

stations, and m anagem ent packets enable stations to  m aintain  com m unications.

802.11 packets can be either broadcast or unicast (sent to  a  specific node).1 

IE E E  802.11, like o ther wireless protocols, uses collision-avoidance techniques 

for d a ta  transfer. Before transm itting , a  node listens to  the  m edia. If the  m edia 

is busy, a node waits for the  m edia to  become free, then  waits a random  tim e 

before transm itting . Also, 802.11 uses acknowledgements and packet re trans

mission m echanisms to  ensure d a ta  delivery over unreliable wireless channels. 

For example, unicast d a ta  packets need to  be acknowledged w ith a  special con

tro l packet ‘A C K ’. If no acknowledgement is received after a certain  tim e, a

1Of course, since the media used is wireless, both broadcast and unicast packets can be 
heard by all nodes in the vicinity of a transmitting station. However, if a packet is broadcast, 
it is recorded by all nodes that overhear it. A unicasted packet is heard by everyone, but is 
discarded by the nodes that it is not addressed to.

6
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packet is re transm itted . 802.11 allows for encryption a t the  MAC level. Origi

nally, 802.11 used W ired Equivalent Privacy (W EP) security m echanism  based 

on RC-4 stream  cipher [8]. L ater on, the  802.H i standard  specified a  more 

advanced W i-Fi P ro tected  Access (W PA), based on AES [8] instead of RC-4.

In order to  study network traffic, the  traffic m ust be captured and decoded. 

This is done w ith a wireless sniffer. Since IE E E  802.11 is a popular protocol, 

a num ber of sniffers and analyzers capable of working w ith it have been de

veloped over the  years. Some wireless sniffers, in addition to  traffic capturing 

capabilities, include sophisticated network traffic analysis modules. For exam 

ple, E thereal [9] and AiroPeek [10] can bo th  parse wireless packets and  perform  

a  set of analysis functions on them . They are bo th  quite sophisticated tools, 

capable of parsing a wide num ber of different protocols on different OSI stack 

levels. In addition, AiroPeek can, for example, decrypt network packets th a t  are 

W EP-encrypted, and identify a num ber of known attacks on a netw ork (ARP 

spoofing, for exam ple). However, one m ajor drawback of prom inent network 

traffic analyzers is th a t they are not easily customizable: while it is easy to  use 

the  functions they already have built in, w riting custom  add-ons for exploratory 

d a ta  analysis w ith these tools is complicated.

2.1.2 M A N E T routing and OLSR

R outing in M ANETs is an active research area. In general, M A N ET routing 

protocols fall into two categories: proactive routing protocols th a t rely on pe

riodic transm ission of rou ting  updates, and on-demand routing protocols th a t 

search for routes only when necessary. Among on-dem and routing  protocols, 

AODV [11] is perhaps the m ost popular choice. This thesis deals m ostly w ith 

proactive protocols, am ong which the m ost prom inent is O ptim ized Link-State 

R outing (OLSR) [12] .

7
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OLSR is an adap ta tion  of the  Open Shortest P a th  F irst (O SPF) protocol 

for wired networks [13]. In OLSR, certain  network nodes are selected as m ulti

point relay nodes (M PRs) — these nodes are responsible for d a ta  forwarding, 

acting as network routers. Each network node periodically sends out a HELLO 

message in which it lists its neighbours, the ir ‘quality ’, and specifies its  own 

‘willingness’ to  become an M PR. OLSR HELLO messages are ‘local’, they  are 

not supposed to  be forwarded by other nodes. Based on the inform ation con

tained  in HELLO messages coming from a node’s neighbours, a  node selects 

an  M PR  set such th a t th rough these M PRs all of node’s two-hop neighbours 

are reachable. Periodically, nodes th a t are selected as M PRs flood the  network 

w ith Topology Control (TC) messages, in which an M PR  node specifies w hat 

nodes have selected it to  be their M PR. The TC  messages are generated  only 

by M PRs and are relayed by other network M PR s [14].

In OLSR, HELLO messages are, by default, sent out every 2 seconds, and 

TC  messages are sent out every 5 seconds. In order to  avoid collisions, jitte r  

-  a  random  delay -  can be added to  each of the  periodic messages [12]. More 

detail on this routing protocol can be found in OLSR RFCs [12].

2.1.3 Ad H oc Network Simulations and NS-2

Several network sim ulators are capable of sim ulating mobile ad hoc networks. 

T he m ost commonly used ad hoc network sim ulators are NS-2 [15], O PN E T  [16], 

and, to  a  lesser extend, GloMoSim [17]. For th is thesis, either O P N E T  or NS-2 

were originally considered. After careful exam ination of bo th  sim ulators, it was 

determ ined th a t O PN E T  is poorly suited for a ttack  detection work, as O PN E T  

seemed to  be geared tow ards network perform ance studies and does not offer a 

clear and easy way to  look a t the  network traffic packet-by-packet, and, w ithin 

packets, field by field. Thus, NS-2 was chosen for the  sim ulation com ponent of
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this thesis work.

NS-2 is a  prom inent discrete event sim ulator which is focused on m odeling 

network protocols [18]. I t is free, open-source software, available for a  wide 

variety of platform s and contains im plem entations of num erous networking pro

tocols on all stack layers. The greatest advantage of NS-2 over o ther sim ulators 

is th a t NS-2 is b o th  free (while O PN E T  is very expensive) and immensely pop

u lar (GloMoSim and others are not as widely adopted).

U nfortunately, NS-2 also has a num ber of significant issues th a t  make work

ing w ith it challenging. F irst of all, NS-2 is som ewhat difficult to  get accustom ed 

to. Its  w ritten  in a m ixture of C + +  and O Tcl (object-oriented Tel) [19] which is 

not intuitive. Also, the  wireless NS-2 package is an add-on, not fully in tegrated  

w ith the  rest of NS-2. NS-2 does not scale well and is, in general, quite slow w ith 

substan tia l m emory requirem ents. Finally, docum entation on NS-2 often offers 

contradictory a n d /o r  dated  inform ation. Originally released in 1996, NS-2 has 

been significantly updated  throughout the  years and has had a  wide num ber of 

com ponents added to  it, yet it is quickly becoming outdated . In the  sum m er of 

2006, a  four-year project aimed a t the  creation of NS-3 was announced [20].

For more detailed inform ation on NS-2, the  reader is encouraged to  visit 

the  NS-2 website [15], and to  consult the  NS-2 lecture notes [19] and  th e  NS-2 

m anual [21]. Excellent discussion on history of NS-2 and its current lim itations 

is provided in [20].

2.2 Literature review: wormhole attacks and pro

posed solutions

R outing security in ad hoc networks is often equated w ith strong and feasible 

node au thentication  and lightweight cryptography. A wide variety of secure
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extensions to  existing routing protocols have been proposed over the years. 

However, the  m ajority  of these protocols are focused on using cryptographical 

solutions to  prevent unauthorized nodes from creating seemingly valid packets

[1], U nfortunately, the  wormhole a ttack  cannot be defeated by cryptographical 

m easures, as wormhole attackers do not create separate packets —  they  simply 

replay packets already existing on the  network, which pass cryptographic checks.

V irtually  all generalized secure extensions proposed for currently  popular 

routing  protocols do not alleviate wormhole attacks. However, since wormhole 

a ttacks pose such a severe th rea t to  ad hoc network security, several researchers 

have worked on preventing or detecting wormhole attacks specifically. Their 

efforts are sum m arized in th is section.

Section 2.2.1 describes wormhole attacks. Section 2.2.2 discusses a tech

nique called ‘packet leashes’, which disallows packets traveling farther th a n  ra 

dio transm ission range (as they are likely to  do in a wormhole a tta c k ) . Section

2.2.3 talks about wormhole prevention m ethods th a t rely on round trip  message 

tim e (RTT) to  ensure nodes claiming to  be located close together really are. 

Section 2.2.4 discusses the work of researchers who, instead of trea tin g  worm

holes, tre a t the network disruptions wormholes introduce. These approaches — 

packet leashes, message travel tim es, and wormhole d isruption — are general. 

Section 2.2.5 sum m arized other, more specialized wormhole detection and  pre

vention techniques suitable for only particu lar kinds of networks and networks 

w ith particu lar protocols. Finally, section 2.2.6 sum m arizes and  discusses the 

current state-of-the-art in the  wormhole a ttack  research area.

2.2.1 W ormhole attack

A wormhole a ttack  is a particularly  severe a ttack  on M ANET routing  where two 

attackers, connected by a high-speed off-channel link, are strategically  placed a t
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different ends of a network, as shown in Figure 2.1. These attackers then  record 

the wireless d a ta  they  overhear, forward it to  each other, and replay the  packets 

a t the  o ther end of the  network. By replaying valid network messages from one 

p a rt of the network, wormhole attackers can make far ap a rt nodes believe they 

are im m ediate neighbours, and force all com m unications between affected nodes 

to  go through them .

High-speed off-channel link

Figure 2.1: A network under a wormhole attack . In truders A and B are con
nected by an  off-channel link (e.g. a wired or satellite link), which they  use 
to  tunnel network d a ta  from one p a rt of the  network to  the  o ther. W ithou t 
a wormhole, nodes 7 and 3 are 4 hops ap a rt — their messages to  each other 
should go th rough nodes 2, 6, and 5. W hen in truders A and B activate a  worm
hole, nodes 7 and 3 are able to  directly overhear one ano ther’s messages, and 
are lead to  believe they  are im m ediate neighbours. Once this happens, all fur
th er com m unications between nodes 3 and 7 will go through the  wormhole link 
in troduced by A and B.

A wormhole a ttack  is dangerous for b o th  proactive and  on-dem and protocols

[2], W hen a proactive routing protocol such as OLSR [12] is used, ad hoc 

network nodes send periodic HELLO messages to  each other indicating their 

partic ipation  in the  network. In Figure 2.1, when node 3 sends a HELLO 

message, in truder A forwards it to  the o ther end of the  network and  node 7 

hears th is HELLO message. Since 7 can hear a HELLO message from 3, it 

assumes itself and  node 3 are direct neighbours. Thus, if 7 w ants to  forward

11

R eproduced  with perm ission o f the copyright owner. Further reproduction prohibited without perm ission.



anything to  3, it will do so through the wormhole link, effectively giving the 

wormhole attackers full control of the  com m unication link. If a netw ork uses 

an on-dem and routing  protocol, such as AODV [11], the wormhole is ju s t as 

effective. In on-dem and protocols, when a node w ants to  com m unicate w ith 

another node, it floods its neighbours w ith requests, try ing to  determ ine the 

shortest p a th  to  the  destination. In Figure 2.1, if 3 w ants to  com m unicate w ith 

7, it sends out a  request which a wormhole, once again, forwards w ithout change 

to  the  o ther end of the  network — directly to  node 7. A request also propagates 

th rough the network via the norm al channels, so 7 is lead to  believe it has two 

possible routes to  node 3: a 4-hop route  through nodes 2, 6, and 5, and a  single

hop direct link. Protocols will then  select the shortest route, once again giving 

wormhole attackers full control of the link.

The m ajority  of ad  hoc routing protocols rely on the  correctness of their 

neighbours’ inform ation for routing decisions, thus allowing wormhole-induced 

disruptions to  have greater effects. For example, in the situation  described in 

Figure 2.1, where nodes 3 and 7 th ink  they are direct neighbours, nodes 5 and 

8 will then  th ink  they are two hops away from node 3 (going th rough node 7), 

and  will com m unicate w ith node 3 th rough the wormhole link as well.

Once the  wormhole attackers have control of a link, they can do a  num ber 

of things to  actively disrupt the network. A ttackers can drop the packets their 

link is m eant to  be forwarding. They can drop all packets, a random  selection 

of packets, or specifically targeted  packets.2 A ttackers can also forward packets 

out of order or ‘sw itch’ their link on and off.

It should, however, be noted th a t wormholes are dangerous by themselves, 

even if attackers are diligently forwarding all packets w ithout any disruptions

2 T w o  distinct situations are possible here. When no encryption is used, attackers know 
exactly what they are forwarding, and can target specific packets. When strong multi-layer 
encryption is used, attackers can either drop packets at random, or try to figure out (based 
on traffic patterns, packet sizes, etc.) what they are going to drop
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— on some level, providing a com m unication service to  the network. W ith  

wormholes in place, affected network nodes do not have an accurate picture of 

the network, which m ay disrupt localization-based schemes, lead to  the  deci

sions based on incorrect reasoning, etc. W ormholes can also be used to  simply 

aggregate a  large num ber of network packets for the  purpose of traffic analysis 

for encryption compromise. Finally, a wormhole link is simply unreliable, as 

there  is no way to  predict w hat the  attackers can do and when they  will do it. 

Simply pu t, the  wormholes are compromising network security w hether they  are 

actively d isrupting routing or not.

W ormholes can be staged by insider nodes (those th a t are authorized to  use 

the  network), or by outsiders. An ‘in-band’ wormhole is a  special kind of insider 

wormhole, where two nodes th a t belong to  the  network tunnel the  packets to  

each other using the  netw ork’s own m ulti-hop connections (th a t is, th e  attackers 

encapsulate packets and send them  to  each other over the  netw ork). This thesis 

focuses on outsider attacks, although the  techniques developed in th is thesis 

apply to  the insider attacks as well. A special kind of a  wormhole a ttack  is a 

‘short-range’ wormhole, which is formed when the  wormhole attackers connect 

p a rts  of the  network th a t are d istan t in the  network topology, bu t are physically 

located close together [5]. As will be seen la ter on, the  m ethods developed in 

this thesis are able to  detect such attacks where o ther m ethods fall short.

2.2.2 Packet leashes

Perhaps the  m ost commonly cited wormhole prevention m echanism  is ‘packet 

leashes’ by Hu et al. [4, 5]. Hu proposes to  add a secure ‘leash’ containing 

tim ing a n d /o r  G PS inform ation to  each packet on a hop-by-hop basis. Based 

on the  inform ation contained in a packet leash, a node receiving the  packet 

would be able to  determ ine w hether the  packet has traveled a  distance larger
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th an  possible given the physical constraints.

Hu proposes two different kinds of leashes: geographical leashes and temporal 

leashes. Geographic leashes require each node to  have access to  up-to-date  

GPS inform ation, and rely on loose (on the order of ms) clock synchronization. 

W hen geographical leashes are used, a node sending a packet appends to  it the  

tim e the packet is sent t s and its location p s . A receiving node uses its own 

location p r and the  tim e it receives a packet t r to  determ ine the  distance the 

packet could have traveled. Keeping in m ind m axim um  possible node velocity v, 

clock synchronization error A, and possible GPS distance error a, the  distance 

between the  sender and the receiver dsr is upper-bounded by:

d s r  <  lb s  -  P r \ \  +  2v ( t r  -  t s  +  A) +  a  (2.1)

G eographical leashes cannot detect ‘short-range’ wormholes, bu t should func

tion  w ith o ther types of wormholes in situations when GPS coordinates are prac

tical and available. However, m odern G PS technology has significant lim itations 

th a t should not be overlooked. W hile the  price of G PS devices is going down, 

it rem ains substantial. Also, while, as Hu [4] specifies, it is possible to  achieve 

G PS precision of about 3m w ith state-of-the-art G PS devices, consumer-level 

devices do not get (and do not require) this level of resolution. Finally, GPS 

system s are not versatile, as GPS devices do not function well inside buildings, 

under w ater, in the  presence of strong m agnetic radiation , they  can be easily 

jam m ed, etc.

As opposed to  geographical leashes, temporal leashes require much tighter 

clock synchronization (on the  order of nanoseconds), bu t do no t rely on GPS 

inform ation. W hen tem poral leashes are used, the  sending node specifies the  

tim e it sends a  packet t s in a  packet leash, and the  receiving node uses its own 

packet reception tim e t r for verification . In a  slightly different variation  of
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tem poral packet leashes, the  sending node calculates an expiration tim e t e after 

which a  packet should not be accepted and puts th a t inform ation in the  leash. 

To prevent a  packet from traveling farther th an  distance L , the  expiration tim e 

is set to:

t e =  t a + -  -  A (2.2)
c

where c is the  speed of light and A is the m axim um  clock synchronization error.

The level of tim e synchronization required for tem poral leashes entails the 

use of specialized hardw are not currently  practical in wireless ad  hoc networks. 

In sensor networks, such levels of synchronization are impossible [4] a t th is time.

W ang [22] proposes an approach inspired by packet leashes [4], bu t based on 

end-to-end location inform ation, ra ther th an  hop-by-hop leashes in [4]. Similar 

to  geographic packet leashes, W ang’s m ethod requires each node to  have access 

to  up-to-date  G PS inform ation, and relies on loosely synchronized clocks. In 

W ang’s approach, each node appends its location and tim e to  a packet it is 

forwarding, and secures this inform ation w ith an au thentication  code. The 

packet’s destination  node then  verifies the nodes’ coordinates (i.e. verifies th a t 

reported  coordinates are w ithin the  com m unication range) and speeds. A minor 

disadvantage of th is approach is th a t the end node is left to  do all verification. 

Like geographical packet leashes proposed by Hu, th is approach should work 

where GPS coordinates are appropriate.

2.2.3 Tim e-of-flight

A nother set of wormhole prevention techniques, som ewhat sim ilar to  tem poral 

packet leashes [4], is based on the  tim e of flight of individual packets. W orm

hole a ttacks are possible because an  attacker can make two fa r-apart nodes see 

themselves as neighbours. One possible way to  prevent wormholes, as used by 

C apkun et al. [23], Hu et al. [24], Hong et al. [25], and  K orkm az [26], is to
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m easure round-trip  travel tim e (RTT) of a  message and its acknowledgement, 

estim ate the  distance between the nodes based on th is travel tim e, and determ ine 

w hether the  calculated distance is w ithin the  m axim um  possible com m unication 

range.

T he basis of all these approaches is the  following. The R TT <5 of a message 

in a  wireless m edium  can, theoretically, be related  to  the  distance d between 

nodes, assum ing th a t the  wireless signal travels w ith a speed of light c:

<5 =  —  (2.4)
c

T he neighbour sta tu s  of nodes is verified if d is w ithin the radio transm ission 

range R  :

R >  d (d w ithin transm ission range) =>

R  >  ~  =► (2 .5 )

<5 <  —  (2.6)
c

In essence, the  use of R TT elim inates the  need for tigh t clock synchronization 

required in tem poral leashes: a node only uses its own clock to  m easure time. 

However, th is approach, while accounting for message propagation, completely 

ignores message processing tim e. W hen a  message is sent by one node and is 

acknowledged by another, the  tim e it takes for a node to  process a message and 

to  reply to  it is generally non-negligible, particu larly  in the  context of bounding 

short distances using signals whose speed is sim ilar to  th a t  of light in vacuum.
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O utstanding  clock precision and alm ost no capacity for error are required to  

bound distances on the  order of hundreds of m eters.

W hen a  de facto  standard  of wireless ad hoc networks, the  802.11 MAC 

protocol [7] is used, such calculations are effectively impossible. 802.11 imposes 

a short wait tim e of 10/is (SIFS3) between the  reception of a  packet and  sending 

of 802.11 acknowledgement. W hen 802.11 is used, transm ission range R  is 

generally abou t 300 m eters. The speed of light c is 3 * 108 m /second. Then, 

from equation 2.4:

S = —  = n — r  =  0.000002s =  2 * 1 0 -fl =  2fis (2.7)
c 300,000,000 m /s  p  v ;

Therefore, the R TT is an order of m agnitude smaller th an  the  delay required 

by the  protocol. I t is, of course, possible to  account for th is processing tim e by 

modifying form ula 2.4 in the  following manner:

S = ~ + S  (2.8)
c

where S is SIFS. However, note th a t wormhole attackers are not lim ited by 

the  rules of the  network, and could, w ith some ingenuity, send the ir packets 

w ithout 802.11-imposed delay —  thus breaking this type of defence altogether. 

On the o ther hand, if nodes were to  use form ula 2.4 directly, they  would have to  

ignore 802.11-m andated delays, breaking 802.11 specifications. Hence, in order 

to  use the approaches based on tim e of flight, special arrangem ents are required.

C apkun et al. [23] propose using specialized hardw are th a t enables fast send

ing of one-bit challenge messages w ithout CPU involvement so as to  minimize 

all possible processing delays. To verify distance between the nodes, each node 

sends a  one-bit challenge to  the  nodes it ‘encounters’, and waits for a  response.

3This wait tim e is SIFS . The SIFS value depends on the version of 802.11 protocol. 802.11a
specifies SIFS of 16#is, 802.11b and 802.11g - 10/is [7]

17

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



A receiving node im m ediately sends a single-bit reply. W hile C apkun’s use of 

specialized hardw are is som ewhat cumbersome, his m ethod is nonetheless in

teresting. Hu [24] proposes a  mechanism very sim ilar to  C apkun’s [23], bu t 

does not use single-bit challenge approach. Instead, Hu relies on the  round-trip  

travel tim e of full packets w ith CPU  involvement, explicitly assum ing m edium  

access delays to  be negligible. In addition, H u’s approach requires substan tia l 

processing of messages: upon the reception of a message, a node verifies the 

message correctness (i.e. performs one hash function operation) and sends an 

au then ticated  reply. Hong [25] uses a mechanism practically  identical to  H u’s.

Korkm az [26] studied in detail the  distance-bounding techniques described 

by other authors. He found th a t using round-trip  tim e may lead to  a  high 

percentage of valid neighbours being rejected. He notes th a t  although a  wireless 

signal is akin to  a  light signal in vacuum, its speed is slower [26]. He also notes 

th a t even small errors in m easuring tim e delays alter the  distance m easurem ents 

significantly, as was alluded to  above.

K orkm az proposes a modified sta tistical m ethod based on R T T  6. He sug

gests using two different bounds for R TT, one based on the speed of light c 

(boundC  =  — ), and another based on experim entally determ ined speed of 

travel of the  wireless signal s (boundS  =  ^ ) .  If the  R T T  5 is under ~ r, the  

nodes are considered neighbours. If 6 is larger th an  the nodes are consid

ered non-neighbours. For the nodes w ith 6 in between these bounds, K orkm az 

suggests a  probabilistic m easure of ‘neighbourness’. In addition, K orkm az also 

proposes using received signal streng th  to  verify the ‘neighbourness’ determ ined 

from the tim e of flight. In sum m ary, K orkm az’s approach modifies and extends 

the  R TT-based technique described above.

I t is w orth noting th a t while C apkun [23] proposes to  use special hardw are to  

drive the message processing tim e down, Hu [24] and Hong [25] sim ply assume
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MAC delays to  be negligible.

Approaches based on R TT of a  packet are similar in na tu re  to  tem poral 

packet leashes, [5], bu t do not require clock synchronization between nodes. 

T he idea of these approaches is very simple: wireless nodes th a t claim to  be 

neighbours should be physically close to  each other, and when one node sends 

a  packet to  another, the  answer should arrive very shortly, ideally w ithin the 

am ount of tim e a  wireless signal would travel between the  nodes. If there  is a 

wormhole attacker involved, packets end up traveling farther, and thus cannot 

be re tu rned  w ithin the  tim e required.

2.2.4 ‘Effects-based’ wormhole attack discovery

Several researchers have worked on the wormhole a ttack  problem  by trea ting  

a wormhole as a m isbehaving link. In such approaches, a wormhole a ttack  

is not specifically identified. R ather, the  worm hole’s destructive behaviour is 

m itigated.

B aruch [27] and Chigan [28] use link ra ting  schemes to  prevent blackhole 

and wormhole attacks. They bo th  rely on au thenticated  acknowledgements of 

d a ta  packets to  ra te  links — if a link is dropping packets, the  acknowledgements 

do not get through, the  link is ra ted  low and avoided in the future.

These approaches are geared towards discovery and prevention of only one 

kind of wormhole behaviour: packet loss. W ormholes can do m uch m ore th an  

th a t — they  can send packets out of order, confuse location-based schemes, or 

simply aggregate packets for traffic analysis. Even the distortion  of topology 

inform ation th a t  a wormhole introduce can be a significant problem  in certain  

networks. The real problem  w ith wormholes is th a t  unauthorized nodes (worm

hole attackers) are able to  transm it valid network messages. Techniques based 

on a  link’s perform ance may be suitable in certain  cases, bu t they  do no t fully
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address the  wormhole problem.

off-channel link

Figure 2.2: W hen a  wormhole is trea ted  as a  m isbehaving link, attackers are not 
detected and can create wormhole attacks targeting  o ther nodes on the  network. 
D etection only occurs after perform ance m etrics are triggered, m eaning there  is 
latency in a ttack  identification.

Consider the scenario shown in Figure 2.2. Say th a t, originally, in truders 

are creating a  wormhole between nodes A and M. To the  network, it  seems th a t 

nodes A and M are direct neighbours, and the  link between them  is evaluated 

using a link ra ting  system. W hen the ra ting  system  determ ines the  link A-M 

to  be lossy, it avoids it —  which can be detected by the  attackers. They can 

then  simply move on: create a fake link between, say, nodes B and L, or even B 

and M. Since the  m ethods proposed in [27] and [28] do not differentiate between 

poorly perform ing links and wormhole in truders, discovery of a  bad  link between 

A and M does not trigger a security investigation, and the  a ttackers can thus 

indefinitely continue to  d isrupt the  network.
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2.2.5 Specialized techniques

A wide variety of wormhole a ttack  m itigation techniques have been proposed 

for specific kinds of networks: sensor networks, sta tic  networks, networks run

ning particu lar protocols, or networks where nodes use directional antennas. In 

th is section, these techniques are described and the ir applicability to  general 

M ANETs is discussed.

N o d e s  w ith  d irec tio n a l a n ten n as

X  
' ’ \

\ E

S

Figure 2.3: Nodes using directional antennas. W hen nodes A and B commu
nicate, they  send the ir messages on specific ‘sectors’: node A uses its N orth- 
E ast sector, node B - South-W est. Therefore b o th  nodes know how they  are 
located w ith respect to  each other. Prom knowing the  sector on which it receives 
B ’s messages, A knows th a t B is located to  the N orth-East. H ad nodes A and 
B used om ni-directional antennas, A would no t be able to  say anything a t  all 
abou t B ’s location.

D irectional antennas have been extensively studied in the  lite ra tu re  [29], 

W hen directional antennas are used, nodes use specific ‘sectors’ of the ir antennas 

to  com m unicate w ith each other, as shown in Figure 2.3. Therefore, a node 

receiving a message from its neighbour has some inform ation about the  location 

of th a t neighbour — it knows the relative orientation of the neighbour w ith 

respect to  itself, as dem onstrated  in Figure 2.3. This ex tra  b it of inform ation
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makes wormhole discovery much easier th an  in networks w ith exclusively omni

directional antennas.

In [29], Hu and Evans propose a solution to  wormhole a ttacks for ad hoc 

networks in which all nodes are equipped w ith directional antennas. Wormholes 

introduce substan tia l inconsistencies in the  network, and can easily be detected. 

In  SERLOC [30], Lazos et al. use a slightly different approach: only a few nodes 

need to  be equipped w ith directional antennas, bu t these nodes also have to  be 

location-aware. These nodes then  send out localization beacons, based on which 

regular network nodes determ ine their own relative location.

T he m ethods proposed by Hu [29] and Lazos [30] are bo th  prom ising, and 

could be easily applied to  networks th a t use directional antennas. However, 

such m ethods do require directional antennas and would not be suitable for 

m ost M ANETs.

S en sor  netw orks: n etw ork  v isu a liza tio n

W ang and Bhargava [31] introduce an approach in which network visualization 

is used for discovery of wormhole attacks in sta tionary  sensor networks. In 

the ir approach, each sensor estim ates the  distance to  its neighbours using the 

received signal strength . During the  initial sensor deploym ent, all sensors send 

this distance inform ation to  the  central controller, which calculates the  netw ork’s 

physical topology based on individual sensor distance m easurem ents. W ith  no 

wormholes present, the  network topology should be more or less flat, while 

a  wormhole would be seen as a  ‘strin g ’ pulling different ends of the network 

together.

W ang’s approach [31] has several aspects th a t may limit its applicability to  

general ad hoc networks. W ang assumes a  dense sensor network of a polygon 

shape deployed on a  flat surface —  an assum ption perhaps justified for sen

sor networks, bu t no t practical for ad hoc networks. For sparsely located ad
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hoc network nodes, the  estim ated physical topology may not be precise. Also, 

this m ethod requires a central controller and is thus not readily suitable for 

decentralized networks. Finally, while th is m ethod should, theoretically, be ex

tendable to  mobile networks, W ang does not study how node m obility would 

affect the  results.

Overall, W ang’s m ethod requires more research to  be applicable to  sparse, 

decentralized, or mobile ad hoc networks, bu t seems promising.

S en sor netw orks: u se  o f  loca tio n -a w a re  guards

Lazos et al. [32] develop a ‘graph-theoretical’ approach to  wormhole a ttack  

prevention based on the use of Location-Aware ‘G uard ’ Nodes4 (LAGNs).

In [32], Lazos uses ‘local broadcast keys’ — keys valid only between one-hop 

neighbours —  to  defy wormhole attackers: a  message encrypted w ith a local key 

a t one end of the  network cannot be decrypted a t another end. However, the 

establishm ent of such keys is non-trivial in the  possible presence of wormholes. 

Lazos proposes to  use hashed messages from LAGNs to  detect wormholes during 

the  key establishm ent. LAGNs are assum ed to  be trusted , and, since their 

location is known, a node can detect certain  inconsistencies in messages from 

different LAGNs if a wormhole is present. W ithout a  wormhole, a  node should 

not be able to  hear two LAGNs th a t are far from each other, and  should not 

be able to  hear the  same message from one guard twice. Use of LAGNs, in 

essence, allows the  nodes not equipped w ith GPS devices to  perceive network 

irregularities a wormhole introduces, and to  get some idea about the ir relative 

position in space.

Lazos’s m ethod [32] is elegant. However, it seems more suitable for dense sta 

tionary  sensor networks th an  for mobile ad hoc networks.For exam ple, LAGNs

4As explained above, Lazos also worked on a wormhole-resistant localization scheme for 
sensor networks [30], from which this wormhole attack prevention technique seems to directly 
follow
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in th is scheme are assum ed to  have longer com m unication range th a n  regular 

network nodes — a good assum ption for sensor networks (i.e. where sensor 

m otes are regular nodes, laptops are LAGNs), bu t not usually available w ith 

mobile ad hoc networks. Also, the assum ption of tru s ted  LAGNs is b e tte r ju s ti

fied for sensor networks (where controllers can act as LAGNs) th a n  for standard  

ad hoc networks. Nonetheless, Lazos’ m ethod is relatively lightweight and may 

hold promise for sensor networks and particu lar types of non-sensor ad hoc 

netw orks.5

S ta tio n a r y  netw orks: L iteW orp

Khalil et al. [33] propose a protocol for wormhole a ttack  discovery in sta tic  

networks they  call LiteW orp. In LiteW orp, once deployed, nodes ob tain  full 

two-hop routing  inform ation from their neighbours. W hile in a stan d ard  ad 

hoc routing  protocol nodes usually keep track  of who their neighbours are, 

in LiteW orp they  also know who the  neighbours’ neighbours are — they  can 

take advantage of two-hop, ra th e r th an  one-hop, neighbour inform ation. This 

inform ation can be exploited to  detect wormhole a ttacks.6

A fter authen tication , nodes do not accept messages from those they  did 

not originally register as neighbours. Also, nodes observe their neighbours’ be

haviour to  determ ine w hether d a ta  packets are being properly forwarded by the 

neighbour — a so-called ‘w atchdog’ approach. LiteW orp adds a novel wormhole- 

specific tw ist to  the  standard  watchdog behaviour: nodes not only verify th a t 

all packets are forwarded properly, bu t also make sure th a t  no node is sending 

packets it did not receive (as would be the case w ith a wormhole)

5W hile the need for specialized high-range location-aware ‘guards’ is probably lim iting for 
emergency and tactical operations, it may be suitable for a mixed wired/wireless networks 
(i.e. office networks, rooftop, etc.) where stationary high-power wireless access points may 
serve as LAGNs

6To exploit this data fully, LiteWorp packets not only include ‘sender’ information, but 
also ‘previous hop’ information, rarely found in other routing protocols
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LiteW orp, however, would not work in a scenario where node m obility is 

a  factor. Since node’s neighbours are determ ined and detected only once in 

LiteW orp and the  packets from non-neighbouring nodes are rejected, no node 

m ovement is allowable. Therefore, LiteW orp is applicable to  sta tic  networks 

only.7

N etw o rk s w ith  o n -d em a n d  m u ltip a th  rou tin g : a  s ta t is t ic a l an a ly sis  

approach

Song et al. [34] approach the wormhole a ttack  from a different angle. They pro

pose a  wormhole discovery mechanism based on sta tistica l analysis of m ultipath  

routing, observing th a t a link created by a wormhole is very a ttrac tiv e  in ro u t

ing sense, and will be selected and requested (for routing) w ith unusually high 

frequency. This unusual rou te  selection frequency can be statistically  detected 

and used to  identify wormhole links. Such a  sta tistical analysis approach is fun

dam entally different from the  m ajority  of others where, in general, wormhole 

detection is related  to  locating a node in absolute or relative term s (based on 

network topology, tim e of packet transm ission, GPS coordinates, w ith respect 

to  GPS-aware nodes, etc).

Song’s m ethod requires neither special hardw are nor any changes to  existing 

rou ting  protocols. In fact, it does not even require aggregation of any special 

inform ation, as it only uses routing  d a ta  already available to  a node. These 

factors allow for easy integration of this m ethod into intrusion detection systems.

However, Song’s m ethod is som ewhat lim ited in scope as it applies only to  

routing protocols th a t are bo th  on-dem and and m ultipath . N on-m ultipath on- 

dem and protocols do no t provide enough inform ation for the  determ ination  of 

link frequencies. W hile on-dem and routing protocols keep complete inform ation

7Note, that for purely static networks there is also a trivial solution to wormhole attacks: 
static routing
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about routes they discover, proactive ones rely on next-hop inform ation only, 

which does not allow the calculation of link frequencies. Nonetheless, w ithin 

its scope Song’s m ethod is promising, and could be in tegrated  in a  real-world 

system  w ith little  effort.

2.2.6 Summary

W ormhole attacks, in which adversaries tunnel network d a ta  from one end of 

the network to  another using an off-channel link, are a  severe rou ting  security 

concern in mobile wireless ad hoc networks. W ormhole attacks cannot be pre

vented by cryptographic measures as in a wormhole a ttack  the attackers do not 

create any packets themselves, bu t simply forward the  packets they  hear coming 

from valid network nodes.

Several researchers use distance-bounding techniques to  detect netw ork pack

ets th a t travel distances beyond radio range, thus preventing packets th a t have 

gone through the wormhole from being accepted. However, the  m ajo rity  of 

these techniques rely on specialized hardw are and m ay not be practical. Of 

distance-bounding techniques, GPS-based ones are particularly  interesting, as, 

of the  specialized hardw are proposed to  com bat wormhole a ttacks, G PS is per

haps the  m ost general in purpose and m ost widely available. The effectiveness of 

G PS-based wormhole a ttack  solutions is intuitively solid: a packet cannot travel 

to  another end of the  network undetected  if all nodes know precisely where they 

are located and where their neighbours are (a ‘short-range’ wormhole is an 

exception to  this; it cannot be detected by G PS-based m easures). U nfortu

nately, G PS-based worm hole-com batting techniques inherit the  lim itations of 

GPS technology. They cannot be used where GPS does not work (underw ater, 

inside buildings, etc.), or in small sensor networks(due to  the resolution of GPS 

devices).
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Some of the  techniques created for particu lar network types appear prom is

ing. Network visualization techniques presented in [31] for dense sensor ne t

works do no t require special hardw are and work well in specific instances. The 

technique based on anom alous frequency of route selection w ith the  presence of 

wormholes [34] is intriguing. This technique, although it applies to  m ultipath  

on-dem and protocols only, is appealing because it is lightweight and, unlike 

m any others, can be easily and im m ediately in tegrated  into a  M A N ET in tru 

sion detection system  (ID S). In essence, this technique is akin to  those employed 

by IDS system s in wired networks (for example, on a wired network a p o rt scan 

can be detected by observing high and abnorm al ra te  of p o rt requests) and could 

potentially  be useful.

Overall, a  significant am ount of work has been done on solving wormhole 

a ttack  problem. In itself, th is body of work dem onstrates the  com plexity of, 

and concern about, this type of a ttack . A standard  solution is still lacking, 

although several prom ising solutions applicable to  specific types of networks 

and  situations have been described.

2.3 A M AN ET testbed and a wormhole exper

iment setup

A num ber of previous works in the  area of wormhole a ttack  discovery focus 

on analytical work and sim ulations. There is, however, much to  learn from  a 

physical im plem entation of a  wormhole a ttack . The Com m unications Research 

C enter C anada (CRC) [35] M ANET lab has set up a  M ANET testbed , and 

has program m ed a  wormhole a ttack  in it; the  network traffic generated by their 

testbed  wormhole a ttack  im plem entation was collected in order to  study  worm

hole behaviour. In th is section, the experim ental testbed  created by the CRC
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M A N ET lab is described. Then, the  experim ental setup th a t was used for the 

purpose of collecting the  network traffic of a network under the wormhole a ttack  

is detailed.

The M ANET testbed  created by CRC M ANET lab has several laptops phys

ically located in the same room. In order to  enable m ultihop com m unications, 

the  nodes are program m ed to  believe they are far from each other. Node sepa

ra tion  is sim ulated by generating artifical GPS coordinates for each node using 

the  Mobile Network E m ulator (M NE). The M NE includes a  G PS generator and 

an  M NE inform ation exchange channel, as well as a  location com puting sys

tem . The M NE allows each node to  propagate location inform ation to  o ther 

nodes th rough the  M NE channel. At any given tim e, each node knows who is 

‘located’ w ithin its transm ission range, and will only accept the  packets coming 

from these nodes. This testbed  setup allows testbed  users to  study  m ulti-hop 

M ANET networks w ithout having to  move the  network nodes.

Figure 2.4: A testbed  wormhole attack: experim ental setup. A ltogether, there 
were 9 valid nodes on the network and  2 in truders (A and B) connecting dis
ta n t network parts. One of the  in truders was program m ed to  random ly drop a 
portion  of the  traffic it was retransm itting .
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The CRC M A N ET lab has also developed wormhole attackers. These worm

hole attackers were introduced to  the  network, one a t one end of the  network 

and another a t the  opposite end, as shown in Figure 2.4. The attackers were 

fully functional: the ir actions and effectiveness in no way relied on them  being in 

a testbed  and  they  would have been ju s t as efficient in a  real-world deployment. 

Each one of them  encapsulates the  packets it receives wirelessly, transm its  them  

over a wired link, and sends, wirelessly, the packets it receives on the  wired side. 

One of the  in truders (intruder A in Figure 2.4) simply forwards every packet 

it receives. The o ther attacker (intruder B in Figure 2.4), instead of forward

ing everything it hears, drops packets a t random . This wormhole behaviour is 

stealthy: by losing some — bu t not all — packets, a  wormhole link acts like a 

link w ith poor connectivity, leading users to  suspect connectivity issues ra ther 

th an  intrusions. The CRC M ANET lab has set up a live video demo to  dem on

s tra te  th is effect. In the ir demo, a  video from a node on one end of the  network 

was stream ed to  a node on the  o ther end of the  network. W hen a wormhole 

gained control of a link th a t was used to  transm it the  video, the  video sta rted  

to  break up as frames were lost. The effect produced by the  wormhole was per

ceptibly the  same as would have been produced by poor connectivity or server 

overload. If this had  happened when a user was w atching a  live video off the 

internet, the  user would not assume intrusion -  the user would th ink  there  is an 

issue w ith the ir in ternet provider, or w ith the server sending the  video.

Above, an experim ental testbed  and the  im plem ented wormhole attackers are 

described. Here, the  actual network setup th a t was enabled when the  network 

traffic was collected is described. For the purpose of traffic collection, two 

experim ents under the  same conditions were conducted, one w ith a wormhole 

and one w ithout. W hen the wormhole was introduced on the  network, the 

routing tables of network nodes were affected in the  predicted way: nodes,
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located a t the  opposite ends of the wormhole, believed themselves to  be direct 

single-hop neighbours. The network setup was as follows:

•  Network Topology: the  network consisted of 9 laptop nodes, arranged 

(w ith artificial G PS coordinates) into the form ation shown in Figure 2.4. 

As shown, the  m axim um  num ber of hops on the network was 4. Two 

wormhole attackers, connected by a  wired link, were in troduced on the 

network, a t the  positions shown in Figure 2.4

•  Routing: As a routing protocol, OLSR [12] was used. Default OLSR pa

ram eters were not used. HELLO message interval was ~0.315 seconds. A 

simplified version of HELLO messages jitte r  was used: a HELLO message 

was sent out either after 0.3 seconds, or after 0.33 seconds. T he Topology 

Control (TC) message interval was set to  1 second.

•  Network load: network traffic consisted of OLSR m anagem ent traffic and 

several nodes pinging each other. However, since all nodes were in the 

same room  (used the  same wireless channel) and the intervals between 

OLSR messages were low, the  wireless channel was relatively busy.

•  M A C  address spoofing Not enabled. In truders did not try  to  hide by 

spoofing the ir MAC addresses. 8

T he traffic, generated by this experim ent, was cap tured  w ith a wireless sniffer 

AiroPeek [10]. Since all nodes were physically located close to  each other in this 

experim ent, it was possible to  sniff and  record all network traffic a t the  same 

time.

8 Subsequent analysis of this data, however, does not rely on having ‘visible’ intruders MAC 
addresses, and is viable even if  the wormhole attackers do spoof theirs.
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Chapter 3

Tool development: a traffic 

analyzer and an NS-2 

wormhole attack simulation

In order to  do research quickly and efficiently, it is im portan t to  have the  right 

tools. This chapter describes the research ‘too ls’, a traffic analyzer suite and  a 

sim ulation, th a t were developed in th is thesis.

Section 3.1 describes the  network traffic analyzer suite th a t  will allow re

searchers to  work w ith ad  hoc network traffic w ithout having to  im plem ent 

low-level analyzer capabilities. This section also dem onstrates the  capabilities 

of the  developed suite by presenting a  small case study  on triv ial wormhole a t

tack  detection techniques com pleted using the  Network Traffic Analyzer (NTA).

This chapter also describes another tool developed in this thesis, an NS- 

2 wormhole a ttack  sim ulation. A lthough a  num ber of researchers work with 

wormhole attacks, no lite ra tu re  on realistic wormhole a ttack  sim ulations exists.
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Section 3.2 describes the  schematics of the  created wormhole a ttack  im plem en

ta tio n  and com m ents on w hether th is wormhole a ttack  model is realistic.

3.1 W ireless traffic analysis: NTA

This section presents an NTA-M ANET traffic analyzer suite created  for work

ing w ith wireless ad hoc network traffic. F irst, th is section introduces the 

M ATLAB-based NTA tool developed a t Defence Research and Development 

C anada (DRDC) [36]. The NTA-M ANET suite th a t was contribu ted  to  the  

NTA as p a rt of th is thesis is then  described. Finally, a  small case study  on a 

triv ial wormhole a ttack  detection technique is discussed to  dem onstrate w hat 

the  NTA-M ANET suite is capable of.

Network Traffic Analyser (NTA) is a M ATLAB-based tool developed in- 

house by the  Network Inform ation O perations (NIO) section of DRDC for sta 

tistical analysis of network traffic. U nfortunately, commercially available traffic 

analyzers are not easily customizeable. W hile it is easy to  use the  functions 

these analyzers have built into them , w riting custom  add-ons for exploratory 

d a ta  analysis w ith these tools is complicated. NTA, on the  o ther hand, was cre

a ted  specifically to  be flexible. NTA was originally created  for wired networks. 

W ithin  th is work, additional functionality was im plem ented in the  NTA, allow

ing NTA to  work w ith wireless (IEEE 802.11) ad hoc network traffic.

3.1.1 NTA: overview

NTA works w ith the  d a ta  captures obtained by a  sniffer. The cap tu red  d a ta  

then  needs to  be stored in libpcap form at [37] — a special binary  file form at 

commonly used for packet m anipulations and analysis.1 The capturing, storing,

xThe same binary format is used by the well-known packet-capturing tools tcpdum p and 
Ethereal, just to name a few.
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Figure 3.1: Pre-processing of d a ta  for NTA. F irst, wireless d a ta  is captured 
w ith a  wireless sniffer. Next, the captured d a ta  is converted to  a  binary  libpcap 
form at. The d a ta  in libpcap form at can be loaded directly to  NTA, where it is 
parsed and dissected. Some wireless sniffers are able to  store th e  cap tured  d a ta  
d irectly in libpcap form at; for o ther sniffers conversion tools are available.

and uploading of d a ta  to  NTA is dem onstrated  schem atically in Figure 3.1. 

A lthough not all wireless sniffers store the  d a ta  in libpcap form at directly  (some 

of them  use the ir own proprietary  form ats), a  num ber of conversion tools are 

freely available. W hen the  d a ta  is uploaded to  NTA, each packet in the  capture 

file is identified, its different headers are ‘peeled off’, and each of the  headers 

(MAC, IP, etc) is dissected into the ir com ponents (addresses, flags, etc). NTA 

fully decodes M edium Access Control (MAC), Logical Link Control (LLC), and 

In ternet P rotocol (IP) headers. I t also recognizes and dissects UDP, T C P, and 

IC M P headers. W ithin the  NTA, network packets are represented as simple 

MATLAB arrays, where each packet occupies a  separate row, and each identified 

packet field has a dedicated column. As a result, once the d a ta  is in NTA, 

working w ith it  becomes very easy.

Once protocol parsing is im plem ented in NTA, working w ith th a t  pro tocol’s 

d a ta  is simple. However, im plem enting parsing of a  new networking protocol in 

NTA requires a great deal of development tim e. Figure 3.2 shows schem atically
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Figure 3.2: A schem atic view of 802.11 packets’ headers, a non-OLSR packet 
(top) and an OLSR packet (bottom ). W ithin  the NTA-M ANET suite, parsing 
of 802.11 headers and  parsing of OLSR d a ta  were im plem ented.

the structu re  of wireless packets, a  non-OLSR packet (top) and an  OLSR packet 

(bottom ). P rior to  this work, NTA could parse IP  headers, bu t could not deal 

w ith 802.11 headers and trea ted  OLSR d a ta  as payload. W ithin  the  scope of 

th is work, IE E E  802.11 parsing and processing w ithin NTA were im plem ented. 

Also, much like o ther traffic analyzers, the basic version of NTA did not have any 

M A N ET functionality, so several M A N ET-related functions were im plem ented 

w ithin NTA as well. Finally, OLSR parsing w ithin NTA was also im plem ented. 

Together, this added NTA functionality is nam ed the ‘N TA -M A N ET’ suite. The 

capabilities of NTA-M ANET are described in the  next section.

3.1.2 N T A  M A N E T  su ite

N TA -M A N ET’s basic functionality th a t was developed includes the  following:

• Uploading wireless traffic to N TA . Previously, NTA depended on the  cap

tu re  being done by a wired sniffer. This dependency was elim inated, al

lowing users to  work w ith wireless d a ta  the  same way they  work w ith 

wired data.

•  Complete parsing of 80S.11-related parts of packets, including 802.11 head

ers o f different packets, and fu ll parsing o f 802.11 m anagem ent and control 

packets
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•  Parsing of O LSR packets: th is MANET-specific functionality  gives NTA 

users easy access to  the  d a ta  contained in OLSR routing packets.

•  Working with MAC-addresses o f stations: filtering, selection, following, 

etc In the analysis of wired traces, MAC addresses of individual nodes 

sometimes tend  to  be ignored. In the  wired world, the IP  address of a 

packet is often all th a t is necessary. In the  wireless world, where network 

nodes act as routers, this is frequently not the  case.

Given the  above functionality, the tool can now be used to  easily w rite 

custom  functions. W ith it, a researcher wanting to, for example, study  the 

behaviour of a  particu lar network access point, does not have to  spend tim e 

on w riting a  parser for 802.11 beacon packets. This researcher would simply 

upload their experim ental d a ta  to  NTA and w ith th a t will have an  easy access 

to  all d a ta  th a t 802.11 beacons contain, they would be able to  ob tain  statistics 

on any field, filter on any field param eter or a  com bination of param eters, etc.

The m ain value of NTA is the  ease w ith which NTA can be extended for 

a  particu lar need of a  particu lar user. However, w ithin the scope of th is work 

several more specific functions th a t could be of in terest to  o ther NTA users 

were developed as well. W ithin  NTA, novel functions were developed which 

allow users to:

•  L ist stations and networks present in the trace; list stations belonging to 

a particular network. W hen tu rn ing  on a wireless card in a  city, one often 

sees a num ber of different networks. The nodes belonging to  another, 

non-related network, may be of no in terest to  a researcher. Thus a simple 

way to  identify which nodes belong to  which network is a  good addition. 

Note th a t NTA is designed in such a  way th a t creating functions like this 

is trivial.
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•  Trace particular packets on a network as they travel from  node to node 

W ith  this function, it is possible to  see the  paths th a t d a ta  travels on a 

network. There are m any applications of th is functionality. For example, 

it can be determ ined which nodes are the  m ost im portan t for the  network, 

or w hether a blackhole a ttack  is happening, etc. I t is in teresting to  note 

th a t  the  same inform ation could have been obtained if each node was to  

keep track  of the  packets it was processing. W ith  th is function, however, 

the  inform ation from the  nodes is not needed and node cooperation is not 

required -  the  inform ation can be obtained directly from traffic. One can 

imagine a passive in truder listening in on the  network -  th is in truder would 

be working w ith precisely the  same inform ation, w ith ju s t the  wireless 

netw ork traffic. This function could help, for example, to  study  w hat an 

attacker can find out about a network by simply listening in on netw ork’s 

traffic.

•  P rin t the sum m ary o f each wireless sta tion’s behaviour, i.e. show i f  it is 

an access point, what nodes it communicated with, etc.; p rin t the total 

sum m ary o f the wireless trace (how m any packets were captured, what 

networks were observed, etc). These sum m ary functions present an  easy 

way for a  person to  get s ta rted  when working w ith a  particu lar trace, and 

provide a good brief description of a  trace.

•  Identifying packets that are repeated. This function could be used for de

tection  of replay attacks. I t had been developed for detection of wormhole 

a ttacks through detection packet repetitions, w ithin the case study  th a t 

is discussed in the  next section.
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3.1.3 ‘Trivial’ detection of wormhole attack w ith  NTA: 

packet repetitions

Having explained the  NTA functionality th a t was developed, it  is now possible 

to  dem onstrate how NTA can be used for discovery of wormhole a ttacks in net

work traffic. Here, a  triv ial way of a ttack  discovery is shown —  using packet 

repetitions — which would not be easily im plem ented in a  real d istribu ted  net

work. In this section, the  traffic obtained in the  experim ent described in section

2.3 is processed, and wormhole attackers in th is experim ent are detected.

A wormhole is hard  to  discover because wireless nodes cannot directly  listen 

to  the  off-channel com m unications between the  two intruders. Each network 

node only has access to  wireless traffic, and only to  a  small local subset of 

it. W ith  a single global wireless sniffer th a t was present in the  experim ent 

used in this work (see section 2.3), access to  all wireless traffic on the  network 

is provided. W ith  a global sniffer (or a  carefully selected set of d istribu ted  

sniffers), a  wormhole can be detected by looking a t packet repetitions in the  

wireless trace.

To see how packet repetitions would be useful for wormhole discovery, con

sider the  network under a wormhole a ttack  shown in Figure 2.4. Im agine th a t 

sta tion  1 is try ing to  com m unicate w ith sta tion  9. Since a  wormhole is present 

in th is network, s ta tion  1 believes th a t it has a  direct link to  sta tion  9. Let 

us say th a t s ta tion  1 is sending traffic to  sta tion  9. In truder A listens to  the 

traffic, and forwards the packet sent by sta tion  1 to  in truder B. In truder B re

transm its  the  packet th a t s ta tion  1 has sent. Therefore, before reaching sta tion  

9, the  packet from sta tion  1 is actually  sent th ree times: twice wirelessly, and 

once on the  wired link between intruders. W hile it is not possible to  see w hat 

the  in truders send to  each other, it is easy to  see, having access to  all network 

traffic, th a t the  exact same packet is resent twice on the wireless m edium . By
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detecting packet repetitions, a  wormhole a ttack  can thus be detected.

I t should be m entioned th a t  there are cases when packets are validly re

peated  on a network. For example, packets th a t are legitim ately forwarded 

by neighbour nodes are ‘repetitions’ as well, only the  packets are no t identical 

as their hop counts are different. A legitim ate repetition  also happens when 

a  packet is re transm itted  on the  802.11 MAC layer. In this case, a packet is 

m arked as a ‘re try ’ in accordance w ith the  802.11 rules. Therefore, by assessing 

packet repetitions in a  network trace, a  wormhole a ttack  can be detected. If the 

in tru d er’s MAC address is not spoofed, a large num ber of packets being re-sent 

w ith a different source MAC address would appear in the  trace. If the  in tru d er’s 

MAC address is spoofed, it will appear as if a  s ta tion  repeats its own packets 

(even those th a t were acknowledged or those th a t are broadcasted).

To detect these packet repetitions in the  experim ental d a ta  cap ture , an  NTA 

function th a t compares captured packets w ith each other was created. Since the 

MAC address of the in truder could be spoofed, this function no t only looks for 

different sta tions repeating each o th e r’s packets, bu t also for sta tions th a t seem 

to  be repeating  the ir own packets.

In general, packet P2 is considered to  be the repetition  of packet P i if all of 

the  following criteria  are met:

•  Packet P 2 was recorded by a sniffer within a certain relatively short tim e 

after packet P i . W ormhole attackers should be capable of a  fast transm is

sion of da ta , so the  tim e between repetitions should be relatively small.

• Pi and P2 are both 802.11 data packets. Only d a ta  packets are tran sm itted  

th rough the  wormhole. 802.11 m anagem ent and  control packets are not 

repeated by a  wormhole.

•  The 802.11 payloads of Pi and P2 are equal —  th a t is, the  actual message 

of the  packet is the  same. W ithin  802.11 payloads, there are IP  headers,

38

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



hop counts, etc. Note th a t th is equality does not depend on the  presence 

of encryption: it is not necessary to  identify w hat is w ithin a packet to  

be able to  com pare it to  another packet. If no encryption is in place, the  

com parison can be simplified and accelerated. For example, one can s ta rt 

w ith com paring IP  a ttrib u tes  (for example, addresses and hop counts), 

and  com pare the  complete payload only if IP  a ttribu tes of packets m atch.

If an in truder is spoofing a MAC address of a  valid station , it could be 

troublesom e to  distinguish the  packets th a t are validly repeated  because of poor 

connectivity and those maliciously repeated. Let us say th a t a packet P i is of 

the  type th a t requires 802.11 acknowledgement (it is not a broadcast packet). 

W hen the  connectivity is poor, the  packet P l may end up being resent, and  th a t 

could be confused w ith an actual malicious packet repetitions. There are two 

basic rules th a t  in truders may break in this case. F irst, when a  valid packet is 

repeated  because of poor connectivity, the  ‘re try ’ bit on the first packet should 

be ‘O’, and on the  second and all consecutive packets — ‘1’. W hen P2 , following 

a P i w ith a re try  b it set to  0, is sent the  re try  flag set to  ’O’, P 2 is im proper 

and suspicious. However, packets on the MAC-level are often repeated  more 

th an  once (up to  the lim it specified by the wireless card), and  in the  802.11 

standard  the packets sent for the second, th ird , and so on tim es are identical, 

w ith  the ir re try  bits set to  one. From this follows the  second rule: if P i ’s re try  

bit is 1, and  P^’s is zero, P 2 is im proper. B ut when if, for exam ple, P i and 

P 2 both  have the re try  b it of 1, it cannot be determ ined w hether its a  valid 

repetition  due to  poor network connectivity, or a  malicious in truder spoofing 

another node’s MAC address. This property  has the  potential to  be the  source 

of false positives in  a t ta c k  detec tion . In  th is  case, secondary  checks a re  needed 

to  find out w hether an  intrusion is in place. A valid node would, for example, 

have a  sm aller num ber of packet repetitions. Note th a t this point is a concern
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only for the  packets th a t need to  be acknowledged. If OLSR is used as a  routing  

protocol, in order for wormhole attackers to  create a  link, they  would have to  

repeat b roadcasted  packets, which should not be repeated.

T he rules for packet replays, specified above, were im plem ented w ithin the 

NTA-M ANET suite. Since the NTA-M ANET suite described above allows to  

have direct access to  all fields of 802.11 packets, im plem enting these rules was 

straightforw ard.

Sending node (S) 
MAC address

Replaying node (R) 
MAC address

#  of replays by R

06:25:A7:03:40 06:25:A7:03:40 785
06:25:17:D6:1F 06:25:17:D5:BF 391
06:25:17:D6:1F 06:25:17:D6:1F 4

Table 3.1: Packet repetitions detected by NTA. The first column shows the  MAC 
addresses of nodes th a t had their packets repeated. The next column shows the 
MAC addresses of the  nodes th a t repeated  packets. The last column shows how 
m any packets were repeated. From this table, bo th  wormhole attackers in this 
network and the  nodes affected by the wormhole are identified.

T he experim entally obtained d a ta  was then  processed to  determ ine how 

m any packets are detected as ‘repetitions’ by this m ethod. The replay statistics, 

obtained w ith NTA from the  M ANET experim ent w ith a  wormhole are shown in 

Table 3.1. This tab le  was generated by detecting packet replays (i.e. packets Pi 

and  P-i in the  discussion above), and obtaining sta tistics on the  characteristics 

of these packets: w hat stations were doing the  repetitions, whose d a ta  they  were 

repeating, etc. The first column of Table 3.1 shows the stations S whose packets 

were replayed. The second column shows the  stations R th a t were doing the 

replaying. The th ird  column shows how m any packets were identified as replays 

for each S, R  pair. From this result, bo th  in truders in the  experim ent can be 

identified: the first in truder is a s ta tion  w ith a MAC address 06:25:29:C6:CD, 

and the  second in truder is a sta tion  w ith a MAC address 06:25:17:D5:BF. Here, 

the  nodes had their packets replayed by these in truders are also identified.
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The th ird  line in Table 3.1 dem onstrates a false-positive result th a t  appears 

for the  reasons discussed previously. This line shows th a t  sta tion  w ith a MAC 

address 06:25:17:D6:1F ‘replayed’ four of its own packets. This is clearly a 

false-positive result since it is questionable w hether wormhole a ttackers would 

get any benefit by replaying only four packets. Note th a t the in truder, shown 

on line 2 of Table 3.1, replayed alm ost 400 of this s ta tio n ’s packets, two orders 

of m agnitude more th a n  the self-repetition case shown on the  th ird  line. No 

other false-positive results were obtained in th is experim ent.

3.1.4 Discussion

In th is section, a  Network Traffic Analyzer (NTA) M ANET suite th a t was cre

ated  in th is thesis work has been described. This traffic analyzer suite allows 

researchers to  easily work w ith M ANET data , w ithout having to  ‘re-invent the 

wheel’ by w riting low-level 802.11-related and ad-hoc-netw ork-related traffic an

alyzer functionality. This section also presented a case study  on the  detection 

of a  wormhole a ttack  using packet repetitions. I t was shown th a t  if a  global 

wireless sniffer is present on a  network, a  wormhole can be detected  easily by 

accessing packet repetitions.

A p p lica b ility  o f  ‘p a c k e t-r e p e tit io n s ’ m e th o d  to  rea l-w orld  n etw ork s

W hile this case study  was perform ed to  dem onstrate N TA ’s capabilities, it is 

possible to  com m ent on the applicability of packet repetitions to  wormhole a t

tack  detection in general.

W hen a  global sniffer is present on a  network (for example, a powerful ne t

work controller is overseeing a  sensor netw ork), detection of a wormhole a ttack  

w ith th is technique is very simple, if not to  say trivial. For a case where a  global 

sniffer or a network controller is present, th is technique can be im plem ented on
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the  fly. U nfortunately, an im plem entation of such technique on a  trad itional 

fully d istribu ted  network w ithout a global network m onitor would be challeng

ing. In order to  do so, it will be necessary, for example, to  use specialized 

agents th a t  would carry hashes of network messages and  com pare them  node- 

to-node. This approach would also require tigh t tim e synchronization among 

network nodes and would lead to  an increase in netw ork overhead. So, while 

the  packet-repetition technique does not appear practical for networks w ithout 

a global wireless sniffer, it is a solid technique th a t can be easily im plem ented 

if a global sniffer is available. Note th a t  in the  m ajority  of ad  hoc networks it 

is not feasible to  have a global sniffer, so th is technique is applicable only in a 

lim ited num ber of deploym ent scenarios.

3.2 Wormhole im plem entation with NS-2

In the  previous section, the  tools th a t were created in order to  analyze the  traffic 

generated by physical experim ents are described. In th is section, another ‘to o l’

— an im plem entation of a  wormhole a ttack  in a  network sim ulator NS-2 —  is 

described.

W hile the im portance of experim ental work cannot be stressed strongly 

enough, a reliable wormhole a ttack  sim ulation is also needed in order to  have 

an extendable, easily custom izable model th a t would be able to  generate traffic 

of different networks in different conditions under wormhole attacks. W ith  a 

sim ulator, it is easy to  alter various wormhole param eters and netw ork settings

—  som ething th a t may not be easily done in an experim ental testbed . W hile 

a num ber of researchers have studied wormhole attacks, m any of them  did not 

develop wormhole a ttack  im plem entations [5, 22, 26], and  the researchers th a t 

did develop wormhole a ttack  im plem entations do not provide any details (nei

th e r schem atics nor the  code) on how they  have sim ulated wormhole attacks.

42

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



Khalil [33] m entions th a t  their wormhole a ttack  im plem entation works by m ak

ing packets ‘h ea rd ’ on one end of the  network im m ediately available on the  o ther 

end of the  network. This model grossly oversimplifies real wormhole a ttackers’ 

activities, and, in fact, could not be used a t all for working w ith in trusion de

tection  techniques such as those developed la ter on in th is thesis (chapter 5).

In this thesis, a realistic wormhole a ttack  in the  NS-2 was developed and 

tested . Section 3.2.1 introduces NS-2 and discusses the  challenges th a t  one is 

faced w ith when try ing  to  create a  wormhole a ttack  in this sim ulator. Section 

3.2.2 describes the model of a  wormhole a ttack  th a t was created in NS-2. Ap

pendix A shows, th rough the  dem onstration of routing  changes and  by tracing 

packets going through the wormhole th a t this wormhole a ttack  schem atics is 

effective.

3.2.1 An overview of NS-2

The overall architecture of NS-2 is sim ilar to  the OSI protocol stack network 

model [18]. NS-2 has a  wide variety of different protocols bu ilt in to  it on all 

levels of the  OSI protocol stack, starting  from the  physical layer (where it has 

built-in  models of wired, wireless, and satellite m edia), and going up to  the 

application layer (where it can sim ulate, for example, FTP, telnet, or constant 

b it-ra te  traffic) [38]. NS-2 has two d istinct levels — an OTcl level and  a C+-1- 

level. On the  C + +  level, NS-2 com ponents — links, agents, address classifiers 

— are defined and  on the  scripting level (OTcl level) these com ponents are pu t 

together (as to  avoid recompiling every tim e a  stru c tu ra l change is m ade [20]).

In NS-2, a sim ulated topology consists of nodes, connected by links (if a wired 

network is being sim ulated). In order to  sim ulate traffic, NS-2 uses ‘agents’ and 

‘applications’. For example, to  get UDP traffic going between two nodes, the 

node generating messages m ust have a  UDP agent a ttached  to  it, while the  node
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receiving traffic should have a  NULL agent. On top  of these agents, an  applica

tion —  for example, a generator of constant bit ra te  traffic — is a ttached . The 

nodes have to  be connected by links to  each other, either directly as immedi

a te  neighbours, or through interm ediate nodes th a t route traffic accordingly. If 

wireless networking is used, instead of relying on wired links, nodes use shared 

m edia to  send packets to  each other. In order for a wireless node to  rou te  packets 

for its neighbours, it has to  have a  routing agent running on it. The difference 

between wired and wireless nodes in NS-2 is highlighted below.

N o d e  stru c tu re  in  N S -2

• ( A g e n t

A gent )
P o rt ,  
d em u x  ^  ,

A ddr
C lassifie rN o d e  | 

en try

* o

Figure 3.3: An NS-2 wired node. Packets, received by a node, are handled by 
the  node’s en try  point — the  address classifier. The address classifier determ ines 
w hether a  packet is destined to  the  node itself (in which case it is rou ted  to  the 
po rt dem ultiplexer), or to  o ther nodes (it is then  sent on to  the  corresponding 
wired link). The p o rt dem ultiplexer, in tu rn , determ ines which agent should 
be receiving th is packet. W hen node’s agents themselves generate a packet, the  
packet, too, is sent to  the node’s entry point, where it is routed accordingly.

W ireless and wired nodes have different structures in NS-2. The structu re  

of a  wired node is shown in Figure 3.3, and the s tructu re  of a  wireless node is 

shown in Figure 3.4.2

2Figures 3.3 and 3.4 are taken directly from the NS-2 Manual [21].
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Addr
demux

Channel (-

Figure 3.4: An NS-2 wireless node. In the  NS-2 wired domain, the  connectivity 
is determ ined by wired links. In wireless NS-2 world, there is a concept of a 
shared wireless channel, which the  nodes use to  communicate. W hen a  packet 
is delivered to  a node on the channel, it is handled by the  MAC and LL layers, 
and is then  sent up to  the  node entry  point —  the IP  address dem ultiplexer. 
If a packet is destined to  the  node itself, it is sent to  the  p o rt dem ultiplexer. 
Otherwise, it is handed down to  the  routing agent, which determ ines where to  
send it next. All packets th a t are placed on the wireless channel go through 
routing agent, link layer, and MAC components.

A wired NS-2 node, shown in Figure 3.3, is relatively simple. A packet 

enters a node th rough the  ‘entry  po in t’, to  which an IP-level packet address 

classifier is attached. Based on the packet’s IP  address, the  packet is either sent 

to  one of the wired links or, if a  packet is destined to  the  node itself, to  the  port 

dem ultiplexer which will determ ine w hat application agent a packet is supposed 

to  go to. I t is im portan t to  note th a t packets a node itself generates also go to  

the node’s entry point and are sorted from there.

An NS-2 wireless node, shown in Figure 3.4, has a  more complex struc

ture. W hile wired nodes rely on links to  com m unicate, wireless nodes use m edia 

sensing, and thus have a  num ber of additional com ponents providing for m edia 

access control. For a wireless node, when a packet ‘arrives’ to  the  node’s location 

(functionality handled by the NS-2 ‘channel’ com ponent), it is trea ted  by the 

node’s MAC layer (whose functionality is, for 802.11 networks, alm ost identical
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to  the  actual functionality of 802.11 MAC — looking a t packet’s integrity, de

term ining w hether the  packet should travel up the stack, checking its flags, etc.) 

and Link Layer (LL), and then  passed on to  the  node’s entry point. Similar to  

the  wired node, the wireless node’s entry point is the  IP  address dem ultiplexer. 

Depending on the packet’s IP  address, the address classifier sends the  packets 

to  the  p o rt dem ultiplexer (if the packets are addressed to  the node itself) or to  

the  rou ting  agent, which determ ines w hat to  do w ith o ther packets.

Note th a t for a  wired node the  address classifier is used to  determ ine where 

to  send the  packet next —  a functionality perform ed by the  NS-2 rou ting  agent 

in the wireless domain. However, while the  NS-2 routing agents do the  packet 

classification (among other things), they are much m ore th a n  simple packet 

classifiers. In essence, the  routing  agents perform  the  full functionality  of real- 

world ad  hoc routing  daemons. For example, an OLSR routing agent creates and 

sends ou t routing  messages, processes the  routing  messages received from other 

nodes, and m aintains an IP  tab le  based on th is inform ation — i.e, it performs 

the  full functionality  described in the  OLSR RFCs [12]. In NS-2, th is routing 

agent is also involved in routing  d a ta  packets while in an  actual netw ork the 

routing tab le  generated by the OLSR routing  daem on would be used for this, 

bu t the  daem on would not be involved in the actual routing.

Issu es: n eed  for m u ltip le  in terfaces an d  w ir e d /w ir e le s s  d o m a in  co m 

b in a tio n

A particu lar weakness of NS-2 pertain ing to  wormhole a ttack  m odeling is its 

inability to  work w ith m ultiple interfaces [21]. Note, for one thing, th a t  there 

is no ‘in terface’ classifier in NS-2 — an  IP-level address classifier handles every

th ing  a node receives. The very design of the  wired and wireless nodes makes 

it impossible to  have several interfaces: an NS-2 node is designed to  have one 

single entry  point; the  presence of such a singular entry point is fundam ental
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and would be a challenge to  change. U nfortunately, a proper wormhole attacker 

needs to  have 3 interfaces (two wireless and one wired) — not som ething NS-2 

allows.

A nother issue th a t makes modeling of wormhole attacks non-trivial is the 

need to  mix wired and wireless dom ains in a  single sim ulation. In NS-2, the  

wireless block is an  add-on, and it is not fully com patible w ith the  wired com

ponents. W hen combining wired and wireless nodes in a  single sim ulation, all 

kinds of issues are encountered, including problem s w ith tracing (trace form ats 

are different) and visualization (on the  wired side, the  nodes are placed in a 

visualization according to  certain  connectivity rules, while in the  wireless world 

the  location is predeterm ined — the  m ixture of bo th  leads to  node m isplacem ent 

in visualization). Note th a t there is a significant difference in rou ting  between 

the wired and wireless domains. In the  wired world, the  routing  is done w ith 

links (indeed, an  address classifier actually  directs packets to  the  right links), 

while in the  wireless dom ain the packets are routed  w ith the help of rou ting  

agents and no links are present. This makes a straightforw ard com bination of 

wired links and  wireless m edia access impossible. Overall, using wired links on 

a wireless network, as a wormhole is supposed to  do, is challenging in NS-2.

3.2.2 An NS-2 m odel of a wormhole attack

In th is work, a wormhole a ttack  is sim ulated w ith NS-2. A wormhole should 

cap ture  packets on one end of a  network and forward them  on the  o ther. Ideally, 

each of the  wormhole attackers should have two wireless interfaces (one for 

sending packets and one for recording) and a  wired one (for transferring  packets 

to  each other). Unfortunately, due to  NS’s inability to  work w ith m ultiple 

interfaces (as described in the  previous section), creation of such attackers in NS- 

2 is not feasible. In th is section, a w ork-around to  this problem  is described, and
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the schem atics of a wormhole a ttack  im plem entation w ith NS-2 are presented.

O  o
r

o
O

o
 4 /

= = =  U n id ire c t io n a l w ir e d  lin k s  »»

Figure 3.5: Schematics of the wormhole a ttack  im plem entation in NS-2. Each 
end of a wormhole has two components: a  sink th a t records all it hears (A and 
C on the diagram ) and  a source th a t replays everything it receives on the  wired 
side (B and  D) wirelessly. Sinks and sources are connected by unidirectional 
links. For example, sink A records everything it hears wirelessly and  transfers it 
over a  unidirectional wired link to  source B. Source B, in tu rn , replays wirelessly 
all packets it receives from sink A. Along w ith a  sink and a  source, each end 
of the  wormhole includes a  firewall to  prevent infinite loops arising from sinks 
replaying packets coming from sources.

The overall scheme of the  wormhole a ttack  im plem entation in NS-2 is shown 

in Figure 3.5. Since it was not possible to  create a  single in truder node, two 

specialized types of nodes were instead created, such th a t, when combined to 

gether, they  form a single wormhole in truder. These two node types are a sink 

node which captures wireless traffic and sends it on the  wired link (nodes A and 

C in Figure 3.5) and a source node (nodes B and D in Figure 3.5) th a t  pu ts 

everything it receives on a wired channel on the wireless media.

By separating an  in truder like this — into a sink and  a source —  two in

tru d er com ponents, b o th  unidirectional, are created. This makes it possible to  

avoid the m ost significant issue arising from the m ixture of wired and  wireless 

dom ains — the inability to  classify packets by interfaces. The s truc tu re  of the 

created  sink and source nodes is simple enough to  avoid the need for complex
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Figure 3.6: A wormhole sink node. A sink node is a  simplified version of a 
general NS-2 wireless node. Striped p a rts  are those th a t were changed to  create 
a sink: the  m edium  access com ponent, the link layer, and  the  address dem ul
tiplexer. On the  MAC layer, the  SINK is program m ed to accept and reject 
particu lar packets. On the  LL layer, the  changes are introduced to  make sure 
all packets, even those th a t are supposed to  be handled by the  A R P layer, go 
up the  protocol stack. The address dem ultiplexer is program m ed to  forward 
everything it receives up to  the  single wired link, regardless of IP  addresses.

packet classification: since sinks and sources are unidirectional, the  classifica

tion  is simply ‘w hat comes in one way goes out the  o ther way’. Corresponding 

source and sink nodes should not be able to  hear each o ther (as to  no t infinitely 

replay the inform ation back and forth) -  the  capability shown as a  firewall in 

Figure 3.5. Finally, unidirectional wired links are used to  connect corresponding 

sink and source pairs together.3 B oth  sink and source nodes, whose roles in a 

wormhole are explained above, are modified NS-2 wireless nodes. A schem atic 

representation of a  sink node is shown in Figure 3.6 while the  scheme of a source 

node is given in Figure 3.7. Essentially, bo th  sink and source nodes are gen-

3The implications of using this attack model and its limitations in modeling an actual 
attack are discussed in section 3.2.3.
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eral wireless nodes w ith a  num ber of com ponents not activated and  a  num ber 

of com ponents substantially  modified. Those th a t were modified are shown in 

stripes in Figures 3.6 and 3.7.

SOURCE node

Source
cass ifie r

Routing
agent i.;

Radio 
Propagation 

Model

Channel

Figure 3.7: A wormhole source node. A source node takes everything it receives 
on the  wire and sends it on the wired medium. To create a  source node, the 
‘wireless’ node is simplified, and the following com ponents are altered: the  ad
dress classifier (so th a t  it forwards everything to  the routing agent), the  routing 
agent, and the lower wireless m edia-related stack layers. At the  MAC layer, a 
source node should ignore everything it hears.

As shown in Figure 3.6, the following wireless node modules were repro

gram m ed to  create a  sink node: the  MAC module, the  LL m odule, and the 

address dem ultiplexer.

At the  MAC layer, a  wormhole sink should be sim ilar to  a real-world wire

less card operating  in promiscuous mode — listening and recording all packets 

it hears, bu t not transm itting  anything. However, unlike a wireless card in 

prom iscuous mode, the  sink node should perform  some filtering on the  packets 

it captures as well since some packets should not be resent on the  o ther end of 

the network. For instance, packets coming from the  corresponding source node
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have to  be rejected to  avoid infinite packet resending loops — the  functionality  

shown as a  firewall in Figure 3.5 and im plem ented as a M AC-address filter in 

the  MAC layer of NS-2 sink node.

O n the link layer (LL) level, a s tandard  non-wormhole wireless node deter

mines w hether the  A RP m odule is to  be accessed so th a t  M AC-to-IP m apping 

can be done. However, the in truders should not use ARP. Instead, A R P packets 

should be transm itted  on the wormhole link. Thus, the  LL m odule for the  sink 

node is modified to  make sure th a t A R P-related  packets are no t transferred  

to  the  A R P layer. For the  sink node, the  LL layer is program m ed to  send 

everything, even A R P packets, up the  protocol stack.

Finally, to  create a  sink node, the  address dem ultiplexer of a  wireless node is 

modified. On the level of address demultiplexing, the  sink node is very simple: 

the  sink address classifier takes everything th a t a node receives and forwards it 

on the  node’s only link.

A source node, which is supposed to  forward wirelessly all packets it receives 

on the  wired link w ithout any changes, is shown in Figure 3.7. Ju s t like the  sink 

node, the  source node is a simplified version of the  general wireless node. For 

the  source node, the  following com ponents are modified: the  address classifier, 

the  routing agent, the  LL and the MAC layers (shown in stripes in Figure 3.7).

In the  source node, an IP  address classifier is modified to  send everything 

it receives to  the  routing  agent instead of perform ing address dem ultiplexing. 

The operation of the  routing agent is significantly altered: for a  source node, 

the  rou ting  agent does nothing more th an  simply push the packets down the 

protocol stack w ithout any changes. The modifications for the  source node LL 

m odule are similar to  the  m odifications done for the  sink node: the  LL module 

is modified to  make sure the A RP m odule is never addressed. Finally, the  MAC 

layer is significantly altered: a t the MAC layer a source node is program m ed to
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reject all 802.11 d a ta  packets, even those directed to  the broadcast or to  itself.

To create one complete wormhole attacker, a sink and a  source m ust be 

placed together as shown in Figure 3.5. Then, a  sink from one end of the 

network is connected to  a source on another end of the  netw ork (shown by 

arrows in Figure 3.5).

Overall, each packet relayed by the  wormhole is handled by several wormhole 

com ponents. F irst, it is captured by the  in tru d er’s MAC layer where an  in truder 

determ ines w hether this packet should be forwarded or not. Then, the  packet 

goes up to  to  the  LL (where its simply pushed up) and to  the  sink classifier 

which places the packet on the  wired link between the  in truders. A fter traveling 

through the  source classifier, which forwards th a t packet to  the  rou ting  agent, 

the  routing  agent forwards the  packet down to  the  LL and finally to  the  MAC 

layer where the  packet is resent wirelessly.

Finally, it should be noted th a t the link structu re  in NS-2 is very simple: a 

user specifies the  delay on the link th a t they  would like to  sim ulate and each 

packet is held on the  link by th a t delay. In order to  be able to  b e tte r  control 

links between wormhole attackers (for example, induce some random ness on the 

delay between links), specialized ‘wormhole links’ -  slightly modified versions of 

NS-2 wired links -  were also created.4

3.2.3 D iscussion

In th is work, a fully functional wormhole a ttack  sim ulation was developed. This 

is, of course, a  base model which can now be program m ed for specific wormhole 

behaviour or for specific network types. W ith  this a ttack  fram ework ready, the 

a ttack  behaviour can now be easily modified in a num ber of ways. A ppendix 

A dem onstrates how this wormhole affects the  routing  tables of a  particu lar

4The importance of controlling wormhole links will become apparent in chapter 5.
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network; w ith very little  coding, it is possible to  study  a  worm hole’s effect on 

different network topologies and to  study the effect of node mobility. W ith  ease, 

traffic on a network can be added to  see how traffic affects wormhole behaviour 

and its effect. I t is also very easy to  program  th is wormhole to  transfer only 

particu lar kinds of packets or drop a certain percentage of packets going through 

it. Overall, an extendable basic model of a  wormhole in NS-2 was created  ‘from 

scra tch’ (as no lite ra tu re  on the  im plem entation of wormhole a ttacks in NS-2 

was available).

The goal of this work was to  ob tain  a realistic sim ulator representation of 

a wormhole in an ad hoc network. In th is sim ulation, the steps of wormhole 

processing of packets -  capturing of a packet by one in truder, packets going 

th rough the off-channel link to  the o ther end of the  network, packet retransm is

sion by another in truder -  are im plem ented w ithout simplifications. However, 

there  are lim itations to  how close to  reality  this model comes. These lim itations 

are discussed below.

L im ita tio n s

It should be noted th a t the in truders can create a  wormhole in a m ultitude of 

ways. The in truders could be connected w ith a  dedicated wired link or perhaps 

a  congested satellite link. They could be using standard  T C P /IP  to  send the 

packets they capture to  each o ther, or could come up w ith the ir own tran sp o rt 

protocol. The in truders themselves could have highly specialized, dedicated 

machines th a t spend all their CPU  tim e on the  creation of a wormhole, or they 

could be engaged in a  m yriad of o ther tasks. Since it is not known exactly 

w hat the  in truders would do, there are intrinsic lim itations to  the  modelling of 

wormhole attacks. In th is work, a specific wormhole a ttack  setup was modelled: 

the  in truders, connected by a wired link, use IP  tunneling to  transfer d a ta  to
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each other. Here, the im plications of the  differences between a real-life wormhole 

im plem entation and the  NS-2 sim ulation th a t was created here are discussed.

In th is model, the  corresponding co-located sink and  source in truders are 

independent of each o ther, while in reality each would m ost likely be ju s t a 

single node w ith two different wireless cards and an interface to  an  off-channel 

link. This implies th a t  in a real wormhole the  sink and the  source would share 

inform ation (as well as resources), while in th is NS-2 sim ulation they  don’t. 

Also, because sink and source are independent, two separate uni-directional 

wired links had  to  be used, ra th e r th an  a  shared bi-directional link th a t  real 

attackers are m ore likely to  use.

As was explained in the previous sections, in NS-2 all packets a  node forwards 

go th rough  the rou ting  agent. For a real network, th a t  is often no t the  case, 

particularly  where proactive or table-driven rou ting  agents are used. This may 

throw  off tim ing in a network. The delays of packets on wired links can also 

affect the  experim ents th a t have to  do w ith tim ing, especially w ith sta tistical 

uncertainties in the tim ing. In NS-2, the delay of a  particu lar wired link is 

actually  selected by the  user and is specified in  the  Tel script. In reality, of 

course, this is not the  case. As a  result, s tric t a tten tion  m ust be paid  to  applying 

certain  types of tim ing analysis when using the  sim ulator in order to  ensure th a t 

artifacts of th is particu lar im plem entation do not lead to  spurious conclusions 

about the  generality of the  techniques.
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Chapter 4

Protocol breaking for 

wormhole attack detection

In this chapter, protocol-breaking techniques for wormhole a ttack  detection are 

introduced. In general, approaches based on discovering out-of-protocol be

haviour are often used in intrusion detection [8]; this chapter dem onstrates 

wormhole-specific out-of-protocol behaviour th a t m ay be exhibited by a ttack 

ers. The techniques described in th is chapter are based on the  periodic natu re  

of proactive routing protocols and can be used to  detect a  wormhole a ttack  th a t 

maliciously drops packets when try ing  to  inflict dam age on a network.

Previously, it was m entioned th a t  a  wormhole a ttack  cannot be prevented 

w ith encryption. A wormhole can still create a spoofed link even if all network 

traffic is encrypted and can still d isrup t th a t link as it pleases. However, en

cryption does com plicate the  life of wormhole intruders. A cunning stra tegy  

for a  wormhole th a t  is try ing to  disrupt network traffic would be to  forward 

all routing traffic, while maliciously interfering w ith tran sm itted  d a ta  (working 

like a blackhole a ttack). W ithout encryption, a  wormhole knows w hat packet it

55

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



receives and can determ ine w hether this particu lar packet is to  be sent forward. 

W ith  encryption, a wormhole would not know w hether a packet is a  control 

packet or a  d a ta  packet w ithout com plicated derivations.1 If a wormhole can

not determ ine which packets are related  to  routing, when try ing  to  disrupt 

network traffic it will end up dropping some of the routing messages —  some

th ing  th a t can easily be detected w ith protocol-breaking techniques described 

in th is section.

Section 4.1 introduces the protocol-breaking techniques th a t were developed. 

Section 4.2 shows how these techniques detect a  wormhole a ttacker in experi

m ental data . Finally, section 4.3 addresses possible shortcom ings of protocol- 

breaking approach to  wormhole a ttack  discovery.

4.1 Protocol-breaking techniques: an introduc

tion

Proactive M ANET routing  protocols, such as OLSR, rely on periodic transm is

sion of particu lar messages. In OLSR, these messages are HELLO messages and 

Topology Control (TC) messages. HELLO messages are generated by each node 

and are not to  be re transm itted  by other nodes. By default, OLSR HELLO mes

sages are sent out every 2 seconds. TC  messages are generated by nodes chosen 

as M ultiPoint Relays (M PRs). T C  messages are replayed by all neighbours, 

and are, by default, sent out every 5 seconds [12]. As described above, when a 

wormhole does not know w hat the  routing  messages are while dropping traffic, 

it will inevitably end up dropping some of the  routing messages. Due to  th e  ex

pected periodicity of HELLO messages, a node th a t drops HELLO messages can 

be detected easily w ith local techniques. In this section two protocol-breaking

1 It should be noted that a motivated resourceful attacker could still figure out what routing 
messages look like. This is addressed in section 4.3
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techniques are presented, HELLO Message Tim e Interval (HM TI) profiling and 

its extension, m axim um  packet intervals technique, which are bo th  based on the 

idea th a t HELLO message loss can be detected locally.

To characterize the  loss of HELLO messages, the tim es between successive 

HELLOs can be accessed. Let us say th a t the  HELLO message interval in 

a network is K .  The tim e between successive HELLO messages should be 

approxim ately K  (to be precise, it should be in the range specified by both  

HELLO message interval and the  jitte r  on the HELLO messages). If a  single 

HELLO message is lost, the  tim e between successive HELLO messages becomes 

~ 2 K .  If two successive messages in a  row are lost, the  tim e between successive 

ones is then  ~ 3 K ,  etc. Traffic loss can be detected by looking a t the  intervals 

between successive HELLO messages. If a  node does not drop any packets, the  

m ajority  of intervals between its HELLO messages are expected to  lie w ithin ~ K  

‘valid’ range. If traffic is being dropped, the  num ber of HELLO message intervals 

in the  ‘valid range’ will decrease — som ething th a t can be easily detected. This 

developed approach was nam ed Hello Message Time Interval (HMTI)  profiling. 

A valid node — one th a t does not drop any messages — should have alm ost all 

of its HM TIs in the  valid range. For the in truder, the  percentage of HM TIs in 

the I K  range should be much lower, and should depend on the  percentage of 

traffic the  in truder drops.

HM TI profiling — calculating the  percentage of HM TIs in th e  valid range 

— is a local technique th a t network nodes can very easily im plem ent. Knowing 

the  netw ork’s HELLO message interval K  and the OLSR HELLO message jitte r  

value, the  node can identify a  ‘valid’ range, ‘second’ range (around 2K )  range, 

and any higher ones. W hen this setup is completed, a  node m ay simply have a 

counter running, calculating the  num ber of HM TIs for its particu lar neighbours 

th a t fall w ithin particu lar ranges. W hen the percentage of HM TIs in the  valid
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range falls below a certain  threshold, the  node can trigger an in trusion alarm . 

Note th a t  since it is the  difference between the HELLO message tim es th a t is 

being accessed and not the actual tim es themselves, no tim ing synchronization 

is necessary for the  im plem entation of HM TI profiling.

In the  beginning of th is discussion, it was m entioned th a t  b o th  HELLO 

and  TC messages are periodic in OLSR. Since TC messages are also sent out 

regularly, the  same approach could be applied to  them  as well ( T C  Message 

Time Interval (T M T I )  profiling). However, TC  messages are only sent out by 

the  M P R  nodes. In addition, TC  messages can be validly re transm itted  on the 

network. These properties make TC message profiling more complex w ith no 

added benefit.

An extension to  the  previous idea about looking a t the spaces between 

HELLO messages is the  idea to  look a t the spaces between all messages coming 

from a  node. Let us say, once again, th a t  the  HELLO message interval on a 

network is K ,  and  th a t the T C  message interval is higher th an  the HELLO 

message interval (which is usually the case in OLSR). W ith  th is, the  intervals 

between successive packets coming from a node should be upper-bounded by 

the  HELLO message interval K .  If an interval between successive messages is 

higher th an  K ,  it indicates th a t traffic is lost, and  may signal an intrusion. This 

protocol-breaking technique is nam ed maximum packet interval profiling.

4.2 Experimental results

In this section, the  experim ental results th a t  show how the  developed techniques 

apply to  experim ental d a ta  are discussed. The experim ental d a ta , presented in 

th is section, were obtained in the  experim ent described in section 2.3.

Figure 4.1 shows intervals between HELLO messages of an in truder th a t
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Figure 4.1: HM TIs obtained from the  experim ental work w ith th e  wormhole 
attack , where solid line shows an HM TI profile of a  valid sta tion , and  a  dashed 
line gives the  HM TIs of an in truder. I t  can be observed th a t the  H M TI values 
for the  in truder are often higher th an  the HM TI values of a valid node.

drops packets (dashed line) and a valid node (solid line).2 In th e  experim ent, 

the  HELLO interval K  was set around 0.3 seconds. In Figure 4.1, it can be seen 

th a t for a  valid node the  vast m ajority  of HM TIs lies around 0.3 second — in 

the  I K  ‘valid’ range. For the  in truder (dashes line), th is is not the  case: lots 

of HM TIs a t the  2K  (~  0.6 seconds) and 3K  (~  0.9 seconds) ranges, and  even 

higher, can be observed.

W ith  NTA (see chapter 3), sta tistics on the  percentage of HM TIs in the  

valid range can be easily obtained. It was determ ined, w ith NTA, th a t  for valid 

nodes 98% of the ir HM TIs lie in the  I K  range ( the range of 0.28 to  0.34 second 

was used). For the  in truder th a t drops packets, only 48% of its HM TIs lie in 

the  I K  range. An additional 24% of the  in truder’s HM TIs lie in the  2K  range 

while the  o ther 28% fall to  the  3K  range and above.

Figure 4.2 presents the  experim ental results showing the m axim um  packet 

interval technique. The top  p a rt of Figure 4.2 shows a  valid node. Almost all 

of its traffic (over 99% of it) falls below the  m axim um  packet interval range.

2W hile a particular node is shown here, the HMTI profiles of all valid nodes were very 
consistent, similar to the profile of this individual node.
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Figure 4.2: Normalized histogram  of the packet intervals. A valid node is shown 
on top, while the  in truder is presented on the  bottom . It can be observed th a t 
for a  valid node the packet interval is upper-bounded by the HELLO message 
interval, as it should be. For the  in truder, th a t is not the  case: a  great deal of 
packet intervals are much higher th an  the HELLO message interval.

The bo ttom  p a rt of Figure 4.2 shows an in truder th a t drops traffic. I t can be 

observed from Figure 4.2 th a t the  m axim um -packet-interval rule is repeatedly 

broken in the  in tru d er’s case.

4.3 Discussion

In th is chapter, protocol-breaking techniques for wormhole a ttack  discovery were 

introduced. These techniques allow to  easily detect the  presence of wormhole 

attackers th a t drop messages. In th is section, the  advantages of the  proposed 

approach are discussed. Then, the  issue of poor connectivity in relation to  HM TI 

profiling is addressed and a  question of detection evasion is examined. A lthough 

the  discussion below focuses on the  HM TI profiling, the  same com m ents apply 

to  m axim um -packet-interval technique, as b o th  techniques are related  to  the 

loss of HELLO messages in a wormhole attack .

T he protocol-breaking approach introduced here is simple, and  can be imple

m ented locally. All th a t a node needs to  get an HM TI profile of its neighbours
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is to  keep track  of when the  HELLO messages from the  neighbours were re

ceived. A node does not need to  cooperate w ith o ther nodes, and  does not need 

any additional inform ation. There is no need to  modify the rou ting  protocol 

in any way in order to  im plem ent HM TI profiling. Also, HM TI profiling is not 

com putationally  expensive.

Protocol breaking w ith a  wormhole a ttack  occurs when the  attackers can

not figure out which packets are to  be dropped and end up dropping routing 

messages along w ith d a ta  traffic. If the  network traffic is not encrypted, deter

m ining w hether a packet is related to  routing traffic or not is triv ial for in truders. 

Thus, if the network traffic is not encrypted, protocol-breaking techniques on 

their own will not work. However, this should not be seen as a severe lim itation 

of protocol-breaking techniques as encryption is essential for netw ork security. 

If no encryption is in place, the  network adm inistra tor is exposing the  network 

to  vulnerabilities th a t are much easier to  im plem ent th an  wormhole attacks.

If network traffic is encrypted, m otivated in truders can, in theory, still de

term ine w hat messages are related to  routing. R outing messages have several 

defining characteristics th a t may make them  trackable even if encryption is 

in place. Such messages are broadcast, and broadcast messages can be easily 

identified based on the 802.11 MAC layer destination  addresses. Also, routing 

messages are sent out w ith a  fixed periodicity. In addition, rou ting  messages 

are supposed to  be sent out even if there is no o ther traffic. They are supposed 

to  be am ong the  first things th a t a node sends out when joining a  network. In 

essence, while these wormhole detection techniques use predictable n a tu re  of 

rou ting  messages in order to  identify attackers, attackers can also take advan

tage of the  exact same th ing  to  defy being detected. A lthough identification 

of encrypted routing messages in network traffic is an interesting subject, fur

th er discussion of it is beyond the  scope of this work. Overall, it is fair to
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assume th a t a m otivated and resourceful attacker could find a way to  identify 

encrypted routing messages, and can thus defeat protocol-breaking techniques 

th a t are discussed in th is chapter.

A nother concern w ith th is type of protocol breaking is th a t  a  num ber of 

HELLO messages can be lost due to  network problems: poor connectivity and 

congestion, for example, can all results in HELLO messages being lost or cor

rupted . A certain  am ount of packet loss is, indeed, expected on a  wireless 

network. In the experim ent th a t was analyzed in the  previous section, network 

load was relatively low, and yet about 2 percent of HM TIs still fell outside the 

valid range. It could be a challenge to  determ ine w hether there are indeed a t

tackers in a  network th a t maliciously drop traffic or if the  high num ber of node’s 

HM TIs is due to  connectivity issues.

I t is im portan t to  note th a t connectivity problems have o ther detectable 

‘sym ptom s’ in addition to  the  num ber of lost packets. A node can see th a t the 

signal s trength  of its neighbour is low and expect a higher num ber of packets 

coming from th a t neighbour to  be lost. Also, a node w ith connectivity problem s 

m ay have a high ra te  of ‘re try ’ packets coming to  and from it. A node th a t  is 

overloaded w ith traffic will be, for example, sending or receiving a large num ber 

of packets. For the  purpose of intrusion detection, these ‘sym ptom s’ can be used 

as secondary checks if a  node identifies th a t the percentage of its neighbour’s 

H M TIs in the  valid range is low. Also, note th a t  wormhole attackers cannot 

create their own packets, and thus a wormhole th a t  drops packets will always 

have fewer packets th an  the node whose packets a wormhole is resending. So, 

while connectivity issues are an im portan t consideration for HM TI profiling, 

connectivity problem s do not invalidate the  protocol-breaking approach.

Finally, it should be m entioned th a t protocol-breaking techniques only work 

when a  wormhole attacker is try ing  to  d isrupt network operations. W hile a
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num ber of researchers work on identifying a wormhole when a wormhole drops 

packets [27, 28], a  wormhole is actually  dangerous even if it doesn’t  disrupt 

network operations, particularly  in sensitive or tac tical networks. In the  next 

chapter, a novel technique is presented th a t  allows to  detect wormhole attackers 

th a t  do not drop any traffic.
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Chapter 5

Wormhole attack detection  

with frequency analysis

In the  previous chapter, a  wormhole a ttack  detection mechanism was described 

th a t allows detection of wormhole attacks when wormhole attackers disrupt 

network operations by dropping network traffic. In this chapter, a  more so

phisticated  wormhole a ttack  detection technique is presented. This technique is 

based on frequency analysis of packet arrival tim es and  is capable of detecting 

wormhole attacks even when the  wormhole attackers do not drop any network 

traffic (dormant  wormholes).

W hen a HELLO message is tran sm itted  directly from one neighbour to  the  

o ther, it is only tran sm itted  once: one neighbour sends it, another receives it and 

does not re transm it it any further. W hen a message is tran sm itted  through a 

wormhole, th is is not the  case. Several message retransm issions and substan tia l 

message processing is involved when packets travel th rough a wormhole: first, 

a  message is captured by one in truder and is encapsulated, then  it is sent over 

an off-channel link, decapsulated by the o ther in truder, and is finally re-sent
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on the wireless media. All this processing adds a  delay to  the  HELLO message 

tim es. I t will be shown in th is chapter th a t th is delay can be modelled by a 

random  variable draw n from a sta tistical d istribution. For ease of representa

tion, this delay and o ther sta tistical delays will be called random delays. It 

will be shown in th is chapter th a t the  presence of this random  delay can be de

tected  w ith frequency analysis of a tim e series generated from HELLO message 

reception times. This wormhole a ttack  detection technique relies on having a 

num ber of HELLO messages, not ju s t one message, bu t does not require tim e 

synchronization or any specialized hardw are.

Section 5.1 shows, m athem atically, how the  addition of a random  wormhole 

delay is visible in the  frequency domain. For the  frequency dom ain analysis, 

power spectral densities are proposed and studied. Section 5.2 com m ents on 

non-wormhole delays occurring in a network and describes how power spectral 

density-based detection performs w ith the  presence of these delays. Section 

5.3 shows the experim ental results th a t were obtained in a testbed  wormhole 

a ttack  experim ent and in an NS-2 wormhole a ttack  sim ulation. In section 5.4, 

techniques th a t  wormhole attackers may try  to  use to  counteract th is detection 

m ethod are described and their futility is dem onstrated. Finally, the  sum m ary 

of th is chapter is provided in section 5.5

5.1 A m athem atical description

This section dem onstrates how power spectral densities can be used to  detect 

wormhole attackers. In section 5.1.1, a brief m athem atical review of the  power 

spectral densities (PSDs) and of certain  Fourier Transform  (F .T .) properties 

is provided. Then, in section 5.1.2 analytical expressions for signals w ith and 

w ithout random  delays are derived and it is explained why adding random  delays 

to  samples of a perfectly periodic signal leads to  a  decline in the  signal’s PSD.
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Finally, section 5.1.3 discusses the  effects of finite num ber of packets and  finite 

sam pling frequency on the PSDs.

5.1.1 M athem atical background and introduction to Power 

Spectral D ensities (PSD s)

The power spectral density (PSD ), as its nam e suggests, describes how a  sig

n a l’s power is d istribu ted  w ith frequency. PSD is used for frequency-dom ain 

analysis of random  signals and noise [40]. There are two equivalent ways to  

calculate a PSD of a  signal: a direct way where the  PSD is calculated from 

the  Fourier Transform  of the  signal, and an indirect way where signal’s au to 

correlation function is first obtained and th is autocorrelation  function is then  

Fourier-Transform ed. The second, indirect, way is im portan t since in analytical 

calculations the direct way is often difficult to  use ([40] p. 63). In th is sec

tion, b o th  ways to  calculate PSDs are described. Also, th is sections summarizes

several im portan t properties of Fourier Transforms.

T he direct way of calculating a  PSD of a signal involves calculation of the 

Fourier Transform  of the  signal itself. To get PSD Pw( f )  of signal w(t),  the 

signal’s Fourier Transform  W r ( f )  is first calculated: 1

/ T
2 w ( t ) e ~ j2*f t dt  (5.1)

- i

T hen the PSD Pw( f ) of signal w(t)  can be calculated as :

Pw ( f )  = lim ( []WT^ m ) (5.2)
T-¥ OO 1

where W r ( f )  is ensemble average of W x { f )■ 2 Since this form ula involves en-

^ O ], p. 43 
2 [40] p. 406
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semble average, it is often im practical. In practice, the PSD of a  random  signal 

is often approxim ated w ith the following approxim ation of form ula 5.2: 3

r v ( / )  = ™  (5-3)

T he indirect way of PSD calculations involves obtaining a  signal’s au tocor

relation function (AF) and then  taking the  Fourier Transform  of th is autocor

relation function. For a determ inistic signal W ( t) ,  the  form ula for A F R ww(t )

is:4
/ » T = + O O

R ww(r ) =  /  W ( t ) W ( t  -  t ) (5.4)
J  T =  — OO

For a random  signal W  (t) , its AF R ww (r)  can be expressed in term s of expec

tations:

R ww( r ) = E [ W ( t ) W ( t  + r)) (5.5)

PSD P w {f )  is the  Fourier transform  of the autocorrelation function R ww (t )-. 5

/
CO

R ww{t ) e - ^ fTd r  (5.6)

-CO

Also, there  are two im portan t Fourier-Transform  properties th a t  are applica

ble to  th is work:

P r o p e r ty  A . It is an essential property  of the  Fourier Transform : the 

m ore ‘concentrated’ a signal is in tim e-dom ain, the  m ore ‘d is trib u ted ’ it is in

frequency-dom ain, and vice versa [40]. For example, F .T . of a  dirac delta  func

tion  <5 (a signal, ‘concentrated’ to  the m axim um  in tim e-dom ain) is 1 for any 

frequency -  th a t  is, the F .T . of an extrem ely ‘concentrated’ tim e-dom ain 8 is
3 [40], p. 417. Note that there also exist other, more advanced techniques for approximating 

PSDs
4In this notation (Rww), ww  indicates that a signal W  is correlated with itself. If signals 

Y  and X  were to be crosscorrelated, their crosscorrelation function would be written as RyX
5The PSD can be obtained this way by Wiener-Khintchine theorem([40] p. 63, 406), which 

applies to wide-sense stationary processes.
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m axim ally d istribu ted  (over all spectrum ) in frequency. On th e  o ther hand, a 

constant in tim e dom ain (i.e. x(t)  — 1) has a  F .T . of S — th a t is, it is m axim ally 

‘d istribu ted ’ in tim e-dom ain and m axim ally ‘concentrated’ in frequency-dom ain.

P r o p e r ty  B  applies to  F .T .s of periodic signals. Let us say th a t  a  signal x(t)  

is periodic w ith period T  ( th a t is, the  fundam ental frequency of the  signal is ^ ) ,  

and xx ( t )  is x(t)  on one period. Then F[x(t)] consists of spectral lines th a t  are 

located a t the  m ultiples of signal’s fundam ental frequency The m agnitude 

of the  spectral lines -  the  envelope of F[x( t) ]-  is defined by the  m agnitude of 

the  Fourier transform  of xxit)'- 6

envelope o f  F[x(t)\  ~  |F[a;j’(f)]| (5-7)

Finally, in order to  calculate the PSDs of a  signal formed by the  packet arrival 

tim es, a m athem atical representation of packet arrival tim es is necessary. In this 

work, a  signal x(t)  is created by pu ttin g  5 functions a t the  packet arrival tim es, 

and  zeroes elsewhere. M athem atically, it can be constructed as

x(t)  =  ^ 2 6 ( t - T p) (5.8)

where Tp are packet arrival times. 7

5.1.2 PSD  declines when a delay is introduced

This section shows how PSDs can be used to  detect small offsets in packet 

periodicity — th a t is, how they can be used to  detect the  presence of random  

packet delays introduced by wormhole attackers.

A valid sta tion  sends out its HELLO packets w ith perfect periodicity, as

6 [40], p . 73
7This signal model is ideal: in reality, there are no infinite summations and no precise 5 

functions. These issues are addressed in section 5.1.3.
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shown in Figure 5.1(a).8 Let us call th is signal U (t). W hen a  wormhole processes 

packets sent out by a valid station, a  small random  delay is added to  each of 

HELLO packets. This addition of a random  delay to  regular packets is shown 

schem atically in Figure 5.1(b). Let us call a  signal formed this way V(t ) .  Below, 

the  PSD of a perfectly periodic signal U (t ) is derived and  it is shown th a t the 

derived PSD has constant envelope over all frequencies. Then, the  PSD  of a 

signal V (t ) th a t has an  em bedded delay is derived and it is shown th a t  the  PSD 

of V  (t) declines w ith frequency.

I [........ _
k 2 3K

(a) A valid station sends its HELLO packets every K  seconds

h U

(b) A packet is sent, by a valid station, every K  second, and 
wormhole processing adds a small random delay t j  to each of 
the packet times

Figure 5.1: Signals th a t  are formed by periodic HELLO messages for the  valid 
node and for a wormhole attacker. Figure 5.1(a) shows a  signal U(t)  th a t is 
formed when a  valid sta tion  sends its HELLO messages every K  seconds. Figure 
5.1(b) shows a signal V (f) th a t is formed when a random  delay td is added to  each 
regularly tran sm itted  packet. Since each td is random , delays added to  different 
packets also differ (but their ensemble obeys a  certain  sta tistical distribution).

F irst, an analytical PSD for the perfectly periodic signal [7(f) is derived. The 

indirect way is used to  calculate the  PSD of U{t): the  autocorrelation  function, 

R,  of U(t)  is calculated, then  the obtained R  is Fourier-Transform ed. Since 

th is signal is determ inistic, R  can be obtained by straightforw ard application 

of Form ula 5.4. The process of obtaining R  can be easily visualized: when

8In this section, ideal, theoretical conditions are assumed, ignoring, for now, jitters, effect 
of finite sampling frequency, travel time of the messages, etc. These practical issues are 
addressed in sections 5.1.3 and 5.2.1.
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r Jh A , JL

k! 2K 3K

Figure 5.2: A utocorrelation of valid s ta tio n ’s packet tim ings. B ottom  shows 
tim e-shifted signal th a t is m ultiplied w ith the  non-tim e-shifted version. It is 
obvious th a t the  autocorrelation function will be periodic w ith period K, and 
non-zero only when the  lag L is a  m ultiple of K.

obtaining AF, one copy of a signal ‘slides’ w ith respect to  another (fixed) copy, 

and  these two copies are m ultiplied. This process is shown schem atically in 

Figure 5.2. From the visualization shown in Figure 5.2, it is clear th a t  R  of 

U{t) is 0 everywhere except in the  points where two ‘copies’ m atch -  i.e. where 

the  shift of one copy w ith respect to  the  o ther is an integer m ultiple of K ,  the  

period of U (t ). At these points, R  is represented by 6 functions. Thus R. of U(t)  

is equal to  U (t ) -  the  autocorrelation is the  same as the original signal itself.

Spectrum of a non-delayed signal 
1T T T T ITT T T T T T T T T'TT ITT T T T T TI T’

o 08
733
‘5 . 0.6
E
CO

I d  0  4
CO

°0 5 10 15
Frequency, Hz

Figure 5.3: PSD of a  perfectly regular signal U(t)  w ith K  =  2. The 5 functions 
are located a t integer m ultiples of and the  envelope of the PSD is constant.
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The PSD of U(t)  can be obtained by Fourier-Transform ing R.  The F .T . pair 

for a  periodic pulse tra in  (with period K )  is: 9

OO OO
S(t -  %K) S ( f  -  n f 0), f 0 = 1 / K  (5.9)

i= i — oo n = —oo

By directly applying form ula 5.9 to  the  obtained R,  the  PSD of U(t)  is 

determ ined to  be a tra in  of d functions located a t integer m ultiples of A 

sam ple PSD of U(t)  (for the  case of K  =  2) is shown graphically in Figure 

5.3. Note th a t once R  is obtained, it is also possible to  use F .T . p roperty  B 

(see section 5.1.1) to  derive the  PSD of U(t).  The autocorrelation  function R  

derived above is periodic w ith period K ,  and on one period R  is ju s t a  single 5 

function. The F .T . pair for a 6 function a t an offset to is:10

S(t  -  t0) <=> e~j2nft° (5.10)

and

\e~j2nft°\ = l  (5.11)

By property  B (see section 5.1.1), the  F .T . of R  (i.e. the  PSD of U{t)) is a 

sam pled version of the  expression given by Form ula 5.11 -  a  sam pled version 

of a  stra igh t line -  w ith samples located a t integer multiples of Note th a t 

th is result agrees w ith property  A (see section 5.1.1): on each period, the  time- 

dom ain signal U ( t ) is ‘concentrated’ to  the  m axim um  (it is ju s t a  S function), 

and  the  frequency-dom ain view of this signal is ‘d istribu ted ’ to  the  m aximum.

Next, a signal V(t )  th a t is generated when a  wormhole adds random  delays 

to  each HELLO message sent out by a  valid sta tion  is examined. Using F .T . 

P roperty  A (section 5.1.1), it can be intuitively seen th a t the PSD  of V( t )  will

9 [40], p. 62
10 [40], p. 62
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be m ore ‘concentrated’ th an  the  PSD of U{t),  as V(t )  is more ‘d is trib u ted ’ in 

the tim e-dom ain.

K 2K 3K.

(a) To obtain an autocorrelation, a signal is multiplied with a time- 
shifted version of itself. The bottom  signal ‘slides’ with respect to the 
top signal. In this case -  the case of two uniform distributions -  two 
squares are shifted and multiplied.

K 2K 3K

(b) As a result of convolving two square signals, a triangular signal is 
obtained on one period, with the same periodicity as the original signal.

Figure 5.4: A utocorrelation of a signal w ith a random  uniform delay. Figure 
shows how a ‘signal’ is shifted w ith respect to  itself to  obtain the  autocorrela
tion. Figure shows the  resulting autocorrelation function. It can be seen from 
these figures th a t for a  signal w ith a random  uniform  delay the  autocorrela
tion function is periodic w ith the  same period as the  original signal, and has a 
triangular shape

F irst let us exam ine a signal V(t )  th a t is formed when a wormhole adds a 

random  delay from uniform  d istribution  to  packets tran sm itted  w ith interval 

K .  Again, it is possible to  use the  indirect way to  calculate the  PSD of V{t).  

Since th is signal is not determ inistic, Form ula 5.5 can be used to  calculate its 

autocorrelation R.  A lthough this form ula involves expectations, the  process of 

obtaining R  is still easy to  visualize: to  ob tain  R,  two ‘signals’ are shifted w ith 

respect to  one another, and then m ultiplied (similar to  a  convolution), where the 

‘signals’ th a t are shifted w ith respect to  each other incorporate sta tistica l delay 

d istributions, as shown schem atically in Figure 5.4. The derived autocorrelation
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R  is periodic w ith period K , and on one period it is represented by a  triangular 

‘signal’ (a triangle-shaped distribution), as shown in Figure 5.4.

To get the  PSD of V(t ) ,  R  needs to  be Fourier-transform ed. Again, property  

B can be used to  calculate the  F .T . of R.  In th is case on one interval R  is 

triangular. Thus, by P roperty  B, the  Fourier Transform  of R  is expected to  

have an  envelope consistent w ith the  Fourier Transform  of a  triangu lar signal. 

The Fourier Transform  pair for a triangular pulse A  (with w idth T)  is: 11

A (f/T )  <=» T[S a( i r fT)}2 (5.12)

where
. . s inix}  , x . / r

Sa(x)  = ---------=  s inc{—) (5.13)
x  7r

Therefore the  PSD of a V(t )  consists of spectral lines located a t integer 

m ultiples of , and has an envelope proportional to  s ine2.

T he PSD of a  particu lar V (t ) (where V (t ) is such th a t K  =  2, and  incor

porated  delay is uniform w ith m ean ~ )  is shown in Figure 5.5(a). As is to  

be expected from P roperty  A, the  PSD of th is signal is more ‘concentrated’ in 

frequency dom ain th a n  the  PSD of a perfectly regular signal U(t).  T he PSD of 

V(t )  has strong com ponents in low frequencies, bu t quickly reduces to  zero as 

frequency increases.

For completeness, the  PSD of a signal V(t )  th a t is formed when small ex

ponential delays are added to  samples of a  regular signal 17(f) is also derived. 

T he PSD of V (t ) can be approxim ated using an approxim ation to  the  direct way 

of calculating PSDs (Form ula 5.3). Once again, because of the  periodic natu re  

of the  signal (P roperty  B), the PSD has a line spectrum  w ith spectral lines 

located a t The envelope of the  PSD is proportional to  the square of the  sig

n a l’s Fourier transform . An exponential d istribution  can be approxim ated by a

11 [40], p. 54, 62
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Spectrum  of a  delayed signal

(a) PSD  
uniform

PSD, exponentia l de lay added

F re q u e n c y ,  Hz

of a signal with an embedded 
delay (K  =  2, delay mean

Hillt u t
F re q u e n c y ,  H z

(b) PSD of a signal with an embeded ex
ponential delay (K  =  2, delay mean

Figure 5.5: PSDs of signals w ith uniform and exponential delays

one-sided exponential signal. The Fourier Transform  of a  one-sided exponential 

is : 12

e ~ r  => ------ — (5.14)
l + j 2 7 r / T  V '

Using Formulas 5.14 and 5.3, it can be determ ined th a t the  envelope of the  PSD 

is proportional to:
r p  r p 2

I 1  | 2  1 __________  / K  1 K \

1 +  j '27t/ T  1 +  (27r / T ) 2 ^  '

A sample PSD of a signal V(t )  w ith an em bedded exponential delay (for 

K  =  2, delay m ean =  is shown in Figure 5.5(b).

So far it has been dem onstrated  th a t addition of uniform and exponential 

random  delays to  a  signal generated by regular HELLO packets leads to  the  

decline in the  PSD of a signal. P roperty  A of Fourier Transform  allows the  claim 

th a t in troduction of any random  delay will lead to  the  decline in the  PSD. This 

claim follows directly from Property  A: when a  delay is introduced, a  signal 

becomes more ‘spread o u t’ in tim e domain, thus, by property  A, it becomes 

m ore ‘concentrated 1 in the frequency domain. From a wormhole analysis point 

of view, it has been argued th a t wormhole processing adds a random  delay to  

each of the  packet samples, and thus wormhole processing of packets should

12 [40], p. 62
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result in a  decline of PSD calculated from HELLO message times.

5.1.3 Issues w ith finiteness

In the previous section, the  following model for a  signal x(t)  created  by HELLO 

message arrival tim es Tp was used:

x(t)  =  Y j ^ t - T p )  (5 -16)

This signal model describes a  continuous infinite-length signal. In real life, of 

course, the  signals are sampled: discrete signals and finite in length. Thus the 

issues of having a finite sam pling frequency Fs , and  a  finite num ber of sample 

points (packet arrival tim es) have to  be addressed.

The sam pling frequency Fs indicates how m any samples per second are ob

tained. The higher the sam pling frequency, the  more com putational steps are 

needed to  analyze signals. However, the  m axim um  sam pling frequency is lim

ited not only by the  com putational power th a t  can be devoted to  th is technique, 

bu t also by the  tim estam p resolution, as the  packet arrival tim es them selves are 

finite, w ith resolution A. Thus the m axim um  possible Fs is

The sam pling frequency determ ines the  highest com ponent th a t  can be seen 

in a PSD. For a sam pling frequency Fs , the m axim um  frequency th a t can be 

identified in a  PSD Fmax is, by Nyquist theorem : 13

Fmax =  y  (5-17)

Theoretical derivations in sections 5.1 and 5.1.2 rely on having an  infinite 

num ber of HELLO packets; in reality, the  num ber of HELLO packets is always 

finite as the experim ents are inherently finite. In addition, if the  HELLO mes

13 [40], p. 87

75

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



sage interval K  is large, then  accum ulating a large num ber of packets could take 

a  long tim e and could be problem atic.

How does having a finite num ber of packets affect PSDs? Intuitively, the 

fewer packets there are, the  more individual signals th a t  have sam e sta tistical 

param eters vary, and hence the more PSDs vary. To access the  effect of the  

finite num ber of packets, a  MATLAB sim ulation is created. In th is  MATLAB 

sim ulation, the  following param eters are used:

•  HELLO message interval K  =  Is

•  Sampling frequency Fs =  500 Hz

• The introduced delay td is uniformly d istribu ted  between 0 and =  0.05s 

(i.e. delay m ean =  Jjj)

•  The PSDs are evaluated for four different values for the num ber of packets 

P: P  =  200, P  =  600, P  =  1200, and P  =  1600.

•  For each of the  four values of P,  30 independent experim ents are com

pleted. In each of these experim ents a signal is generated th a t  has the 

specified num ber of packets P  and the specified delay td-

Figure 5.6 shows the  PSDs th a t are obtain  in th is sim ulation. In Figure 

5.6, the  error bars dem onstrate the  range of the  PSD values th a t  are obtained 

when PSDs are calculated independently in 30 separate trials. As can be seen 

in Figure 5.6, if the  num ber of packets used to  calculate a  PSD is relatively 

small, the  PSD values obtained in individual experim ents are varied, and  can 

differ significantly, particu lar in the  higher frequency ranges. As the  num ber of 

packets increases, the  range of PSD values obtained in independent experim ents 

decreases. For example, when only 200 packets are used (Figure 5.6(a)), the
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PSD  of a  signal with 200 pkts PSD  of a  signal with 600 pkts
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(a) PSDs of signals with 200 packets 

PSD  of a  signal with 1200 pkts
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Figure 5.6: PSDs of signals obtained by keeping the experim ental param eters the  
same and  varying the  num ber of packets used to  obtain  a  PSD . In the  figures 
above, the error bars show the  range of m easurem ents obtained by running 
30 independent experim ents w ith the same settings. Note th a t the  error bars 
become sm aller (which implies th a t the  PSDs converge) as the num ber of packets 
increases.
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error bars are large, particularly  a t high frequencies. W hen the  num ber of 

packets used is increased, the  error bars become smaller as the  PSD s obtained 

in separate experim ents converge. From a theoretical point of view, th is is to  

be expected: the  more samples from a d istribution  there  are, the  b e tte r  these 

samples characterize a d istribution, and the  closer an empirical PSD  is to  the  

theoretical calculations.

5.2 Jitter and other causes of HELLO message 

delays

In the  previous section, a m athem atical m odel for a signal where HELLO mes

sages are tran sm itted  periodically was described. I t was shown th a t  an  addition 

of small random  delays leads to  a  decline in the  PSD of a signal. In a  ne t

work, however, there  could be o ther delays added to  HELLO messages (other 

th an  wormhole delays) — jitte rs , contention-based delays, etc. In section 5.2.1, 

HELLO message jit te r  is discussed. Section 5.2.2 dem onstrates a ji t te r  waveform 

th a t eases the  detection of wormhole attacks. In section 5.2.3, o ther delays — 

the  delays th a t are causes by contention and nodes’ activities — are discussed.

5.2.1 HELLO m essage jitter

As explained in section 2.1.2, in OLSR a random  delay (jitter) can be added 

to  HELLO message send-out times. A ddition of ji t te r  helps to  prevent message 

collisions, ensuring th a t the  probability  of two nodes w anting to  tran sm it a 

HELLO message a t the  same tim e is low. For a  HELLO message interval set 

a t K  seconds, the  jit te r  values can go up to  ^  seconds [12]. This jit te r  delay 

d istribu tion  is shown in Figure 5.7(a). From section 5.1, it is known th a t an 

addition of a random  delay causes a PSD decline. HELLO message ji t te r  is itself
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a delay, and potentially  a large one. I t  m ay thus seems counterintuitive th a t 

even w ith a large delay -  jitte r  -  it is possible to  observe the effect of a smaller 

delay -  wormhole delay. F irst, th is section explains th a t a  wormhole a ttack  

should be detectable in the presence of a  large jitte r , although a  large num ber 

of packets would be required for reliable wormhole detection. Next, changes to  

the  jit te r  waveform th a t  would make wormhole detection easier are introduced 

and explained.

W hat happens when a wormhole delay is added on top  of the  jitte r?  W hen 

two delays are added one after another, the resulting overall delay d istribution 

is a  convolution of the  d istributions of two delays th a t are involved [40]. W hen 

a wormhole delay is added on top  of the  HELLO jitte r, the  wormhole delay 

sm ooths out the ‘edge’ of the jitte r  delay and extends the  overall delay range, 

as shown schem atically in Figure 5.7(b). Since addition of a  wormhole delay 

increases the  delay random ness even w ith large jitte r , a wormhole delay would 

still lead to  the  decline in the PSD, and should still be detectable. U nfortunately, 

as was shown in section 5.1.2, the higher the  delay’s random ness, the  fewer high- 

frequency com ponents the  PSD has. W hen a  jit te r  delay is large, th e  a ttenuation  

caused by a wormhole would have to  be judged in low-frequency ranges of the 

PSDs, where the  PSD decline introduced by a wormhole is not as large as it is in 

high-frequency ranges. To determ ine small, low-frequency declines in the  PSD, 

a  very precise characterization of the  PSD would be needed, and th a t  would 

require a  large num ber of packets. So, while it would be possible to  detect 

a  wormhole delay in situations where the  HELLO message jit te r  is large, this 

detection would require a large num ber of packets for reliable results. 1 4

14It should be noted that the need to have a large number of packets is lim iting in some 
cases, b u t  n o t in  o th e rs . T o g e th e r w ith  H E L L O  m essage  in te rv a l K,  th e  n u m b e r  o f p ack e ts  
Preq that are required defines how fast a wormhole attack can be discovered. The formula for 
the wormhole discovery latency is very simple:

Lw =  K  * Preq (5.18)
If K  — 2 seconds, and Preq =  600, then Lw is 20 minutes, which could be a sufficiently low
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K/4 K/4
(a) Basic jitter shape (b) Jitter and wormhole delay

(e) Sinusoidal jitter

Figure 5.7: Figure 5.7(a) shows the  basic ji t te r  shape recom m ended by OLSR 
RFCs, where K  is the  HELLO message interval. Figure 5.7(b) shows th a t the 
addition of a  wormhole delay on top  of the  ji t te r  results in ‘sm oothing’ of a 
d istribu tion  edge and in increasing the jitte r  range past j - .  T he rest of the  
figures show the  different jitte r  shapes proposed. Figure 5.7(c) dem onstrates 
how the  j i t te r ’s m axim um  value can be decreased. Figure 5.7(d) dem onstrates 
the  idea of keyed pseudo-random  jitte r: each of the intervals, shown in this 
figure, corresponds to  a particu lar value of keyed function. Finally, Figure 5.7(e) 
shows a  ‘quantized’ jitte r  distribution: instead of occupying com plete range of 
0  to  j - ,  j i t te r  values w ithin this range are d istribu ted  such th a t  a  sinusoid can 
be fitted  to  them .

Since collecting a high num ber of packets may not possible or desirable

in all networks, o ther ways of dealing w ith jit te r  are necessary. F irst of all,

jitte r  could be set to  be low, ju s t like it was set to  a  very low value in the

testbed  experim ent described in 2.3. A possible jit te r  delay d istribu tion  for the

low -jitter case is shown in Figure 5.7(c). Also, in some cases j i t te r  use could

be avoided altogether — jitte r  is recommended, bu t not required by OLSR

latency for some networks but not for others. If, for connectivity reasons, a network has a 
short K ,  then over the same timespan a higher number of packets can be obtained. Overall, 
the need to have a large number of packets is not limiting in the following cases:

•  Low wormhole detection latency Lw is not required.

•  Packet interval K  is short.
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specifications [12] . 1 5  Also, since random  uniform  j i t te r  is recom m ended bu t not 

required by OLSR RFCs, ra th e r th an  changing the jitte r  m axim um , the  jitte r  

distribution could instead be altered. One of the  choices could be ‘quantized’ 

jit te r  which is shown graphically in Figure 5.7(e). The jitte r  of th is form has a 

strong sinusoidal com ponent which acts like a  carrier frequency and introduces 

large PSD values a t high frequencies. I t is explained in more detail in section 

5.2.2. As another approach, pseudo-random  keyed ji t te r  can be used: a  jitte r  

which appears random , bu t is actually  generated by some function using a  key 

known to  all network nodes. This form of jitte r  is shown schem atically in Figure 

5.7(d). W hen this jitte r  is used, each node, knowing the  keys th a t  are used to  

generate jitte r  values, knows the jitte r  value th a t the ir neighbours are using to  

send HELLO messages and can simply sub trac t this known jitte r  value from the 

HELLO message tim e to  get a clean undisturbed  PSD. 16

Finally, it should be m entioned th a t although this work m ostly focuses on 

OLSR HELLO messages, instead of relying on OLSR HELLO messages, one 

m ay elect to  create a  separate ‘wormhole discovery’ protocol instead based on 

the  same principles th a t are described in th is chapter. Such protocol would, 

for example, test newly created links by sending small periodic precisely tim ed 

packets on a link. In this setting it would be possible to  keep the  message 

frequency high and to  keep jitte r  to  a  m inimum. The downside of using such 

a  protocol is th a t it, unlike wormhole discovery based on HELLO messages, it

would result in additional overhead.

15In this case, however, avoiding synchronization between nodes becomes a problem. To 
avoid synchronization, the nodes could start up at different times. For example, when the 
packet interval is K ,  prior to deployment each node could pick a random time delay r from 
R  =  [0, K ),  wait r seconds after deployment, and send all its packets with perfect periodicity 
K  after that. In addition, to avoid synchronization, each node could use a slightly different 
value for its HELLO message interval instead of a single global fixed K .  For example, one 
network node could use the value K  +  A , another —  K  +  2A , where A  is sufficiently small.

16This form of jitter is currently being investigated in a Masters project conducted at DRDC  
by Dan Lynch from Royal Canadian Military College (RMC)
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5.2.2 Sinusoidal/quantized jitter

In section 5.2.1, it was noted th a t HELLO message jitte r  is problem atic for the 

proposed wormhole a ttack  detection technique as, when large j i t te r  is imple

m ented, the num ber of packets th a t  need to  be accum ulated in order to  reliably 

distinguish a  ‘valid’ node from a  malicious node is high. In th is section an 

ingenuous scheme is described th a t makes large ji t te r  values possible, and  yet 

allows wormhole a ttack  detection w ith few packets.

Figure 5.8: ‘Sinusoidal’ jitte r  waveform. Q uantizing a jitte r  is th is  fashion 
introduces a  high-frequency ‘carrier’ sinusoid to  the  ji t te r  waveform.

A suggested jitte r  waveform was shown schem atically in section 5.2.1 in Fig

ure 5.7(e). W hen th is jit te r  is used, the  m axim um  jit te r  value is no t changed 

(it is left a t bu t the  jitte r  d istribution  is altered. The idea behind quan

tized/sinusoidal jitte r  is the  following: from signal processing and  com m unica

tions, it is known th a t a high-frequency sinusoid can act as a  ‘carrier com ponent’, 

‘carrying’ low-frequency shape of the  signal’s description to  higher, ‘carrier’, fre

quencies [40]. The sinusoidal jitte r  d istribution is created  in such a  way th a t 

it incorporates a  high-frequency sinusoid (shown schem atically in Figure 5.8), 

which introduces high-frequency com ponents to  a  PSD , easing wormhole a ttack  

detection (as will be shown).

Consider the  following MATLAB experim ent:

•  HELLO message interval K  =  Is.

• Sam pling frequency Fs = 500 Hz.
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•  M axim um  jit te r  on HELLO messages is ^  (0.25 seconds).

•  200 samples (packets) are used to  characterize a PSD.

T he PSD th a t is obtained in this MATLAB experim ent is shown in Figure 

5.9 . 1 7  Since jitte r  is large, the PSD of such signal is reduced to  noise for the 

frequencies as low as ~  10 Hz. In th is setting, the  high-frequency a tten u a

tion a  wormhole delay introduces would not be evident, as there  is not enough 

high-frequency com ponents in the signal’s PSD, and the  low-frequency char

acterization varies a  lot over individual experim ents due to  a small num ber of 

packets.

PS D  o f a s ig n a l w ith  m a x im u m  jitte r

T3
<D
N
15£
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<D

CO

>0.5
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Figure 5.9: PSD of a signal w ith uniform jit te r  where m axim um  jit te r  value 
is ^  and P  =  200 packets are used to  determ ine a  PSD. The PSD of such 
signal does not have high-frequency com ponents, and varies a t lot in individual 
experim ents (shown by long error bars) due to  a small num ber of packets used 
to  characterize a PSD. These two factors together -  a small num ber of packets 
and the  lack of high-frequency com ponents -  make wormhole a ttack  detection 
in th is setting  difficult.

Consider w hat happens in th is experim ent if, instead of simply using random - 

uniform jitte r , the  jit te r  values are quantized to  2 0  uniformly d istribu ted  disjoint 

levels. Let us say th a t to  create a uniform jitte r , a random  value is draw n from 

the  range of R i  =  [0, m a x J ] =  [0, 0.25]s. W ithou t quantization, the  num ber

17In this section, all PSD s are shown with error bars. These bars are used to show the range 
of PSD values that were obtained by running each of the experiments independently 30 tim es
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draw n from R \  becomes the  jitte r  value (i.e. the jitte r  d istribution is random  

uniform  w ith m axim um  of 0.25s). In order to  perform  jitte r  quantization , the 

range R i  is separated  into 20 sub-ranges of w idth 0.0125. W hen a  num ber 

draw n from i?i is under 0.0125, the jitte r  value is set to  precisely 0.0125. If the 

num ber draw n from R i  is between 0.0125 and 0.0250, the  jitte r  value is set to  

precisely 0.0250, etc. After the  quantization, there  are 20 possible jitte r  values, 

w ith the highest jitte r  value a t ^ th  of the  HELLO message interval. T he PSD 

th a t was obtained w ith the above experim ental setting  w ith th is quantized jitte r  

(instead of a continuous uniform jitte r)  is shown in Figure 5.10(a). I t can be 

seen in Figure 5.10(a) th a t when the  jitte r  is quantized this way, a  set of strong 

PSD com ponents located a t a  high frequency values is obtained.

Q uantization of jitte r  can be seen as an introduction  of a high-frequency 

sinusoid. The frequency of such sinusoid is defined by the  following. If the  jitte r  

range R i  =  [0, m axJ]  is divided into k  values, the period Ts,;n of an  introduced 

sinusoid is:

^  (5.19)

The frequency Fsin of a sinusoid is then

Fsin = tJ —  = — (5-20) T sin m a x J

In the  exam ple above, the m axim um  jitte r  value is m a x J  =  0.25 seconds, and  it 

is quantized to  k =  20 levels. The frequency of the  introduced sinusoid is thus 

Fsin =  0 ^ 5  =  80 Hz. W ith  the introduction  of such sinusoid, a high-frequency 

‘carrier com ponent’ is obtained, a t which the  baseband PSD is repeated  (as can 

be seen, for the  above example, in Figure 5.10(a)).

W hen such high-frequency com ponents are present in the signal’s PSD , de

tection of the  wormhole delay becomes very simple. Consider Figure 5.10. Fig-
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P S D  o f a  s ig n a l w ith  qu a n tize d  jitte r P S D  o f a s ig na l w ith  de lay , q .jitte r

F r e q u e n c y ,  H z
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P 0.5

40 60 80
F r e q u e n c y ,  H z

(a) PSD of a signal with quantized jit- (b) PSD of a signal with quantized jit
ter. Jitter quantization adds a strong high- ter and a small (exponential, m ean=4m s) 
frequency component to the signal wormhole delay. Presence of the delay is

evident in the PSD
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(c) PSD of a signal with quantized jitter. Be- (d) PSD of a signal with quantized jitter and
cause of the jitter quantization, strong fre- a small (exponential, m ean=4m s) wormhole
quency components around Fs;n =  =  delay. The higher-frequency components of
140 Hz are present in the PSD the PSD are reduced almost to the noise level

Figure 5.10: PSDs of signals w ith embeded quantized jitte r

ure 5.10(a) shows PSD s of signals w ith the  quantized jitte r. Figure 5.10(b) show 

PSDs of signals w ith quantized jitte r  and a wormhole delay, where the  wormhole 

delay is exponential w ith m ean 0.004s. I t is clearly seen in F igure 5.10(b) th a t 

the  introduction  of a  wormhole delay causes a significant decline in the  PSD 

of such signal. If the  jitte r  is quantized to  more values, the ‘carrier frequency’ 

is increased, and the  effect of a  wormhole delay’s effect can be seen w ith even 

greater clarity. Consider Figures 5.10(c) and 5.10(d). These figures refer to  the 

same experim ent as described in the  beginning of th is section, w ith jit te r  quan-
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tized to  more levels. Above, an example w ith k  =  20 jitte r  quantization  levels 

was examined; here, the  jit te r  is quantized to  k  =  35 values, obtain ing the  sinu

soidal frequency Fsin = =  140H z .  The frequency com ponents around this

frequency are clearly seen in Figure 5.10(c); they  are reduced alm ost to  noise 

level w ith the introduction  of a  wormhole delay, as shown in Figure 5.10(d).

PS D  o f a s ig n a l w ith  30  pkts

N 1.5

P S D  o f a  s ig na l w ith  3 0  pk ts

50 100 150
Freque ncy , Hz

(a) PSD of a signal with quantized jitter, ob
tained with only 30 packets. Because of the 
jitter quantization, strong frequency compo
nents around Fsin =  =  140 Hz are ob
tained. Long error bars indicate high vari
ability among individual experiments.

.M 1.5

50 100
F reque ncy, Hz

(b) PSD of a signal with quantized jitter and 
a small (exponential, m ean=4m s) wormhole 
delay. Note that the PSD values in high- 
frequency range are lower than the low ends 
of the error bars in figure 5.11(a), indicating 
that it would be possible to detect a worm
hole attack with this setup even if only 30 
packets are used for PSD creation.

Figure 5.11: PSDs of signals w ith quantized ji t te r  th a t  are ob tained using only 
30 packets. From these figures, it is clear th a t a wormhole introduces a  delay to  
a  PSD th a t is apparen t even if only 30 packets are used for PSD calculations.

Note th a t  the  above experim ents refer to  the  case of 200 packets used to  char

acterize a  PSD. However, even fewer packets are sufficient to  detect a  wormhole 

in th is scenario. Consider the  previous experim ent (k — 35) w ith only 30 pack

ets instead of 200. If the OLSR HELLO message interval is set to  its default 

value of 2  seconds, th is num ber of packets would am ount to  exactly  1  m inute 

of traffic. The PSDs th a t are obtained in this experim ent, w ith and  w ithout 

a wormhole delay, are shown in Figure 5.11. In Figure 5.11, it is clearly seen 

th a t  even w ith 30 packets a wormhole a ttack  can be reliably discovered from
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the  a ttenuation  of the  high-frequency signal com ponents. Note th a t  although 

the  error bars are long (which makes sense since there  are only 30 packets used 

to  characterize a distribution), the  ‘a tten u a ted ’ PSD (with a wormhole) is much 

lower th an  the low points of the error bars of the non-declined PSD. Thus, even 

w ith 30 packets, the  wormhole a ttack  detection technique works for the  case of 

quantized jitte r.

Overall, the  use of ‘quantized’ (‘sinusoid’) jitte r  allows to  use a  large, well- 

d istribu ted  num ber of values for the  HELLO message jitte r  while also in tro

ducing high-frequency com ponents to  the PSDs th a t can be used for wormhole 

a ttack  detection. W ith  quantized jitte r, the  num ber of packets required to  reli

ably detect a  wormhole a ttack  becomes low and the  wormhole discovery latency 

is reduced.

5.2.3 Other causes o f HELLO m essage delays

In addition to  jitte r , there could be o ther network events th a t  cause delays 

in HELLO message transm issions: contention, slow nodes, etc. U nfortunately, 

unlike HELLO message jitte r, these delays cannot be easily characterized m ath 

ematically.

F irst of all, it should be noted th a t due to  unpredictable n a tu re  of such 

delays, in order to  account for them  a  node may choose to  com pare the  PSD s of 

its neighbours not to  a  theoretically  derived ‘baseline’ PSD , bu t to  a PSD derived 

from node’s own HELLO messages. To derive th is PSD, a node can use the 

tim estam ps on its own outgoing HELLO messages . 1 8  Also, it should be noted 

th a t  a wormhole link only adds delays and cannot remove delays th a t  are present 

on a  network. If there are n a tu ra l delays on a network, packets th a t  travel 

through a wormhole would be delayed even further. The natu rally  occurring

18Note that in this case the node should not rely on the tim es when its packets are generated, 
but should use message sent-out tim es provided by node’s wireless card.
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delays th a t  are described in this section are im portan t from the  perspective of 

minimizing false positives ra th e r th an  from the perspective of characterizing a 

wormhole itself.

At the physical layer, contention m ay cause delays, as the  IE E E  802.11 

MAC standard  uses contention-based m edia access. W hen a  node w ants to  

send a packet, it listens to  the media. If the  m edia is free, the  node sends a 

packet. If the  m edia is busy, the  node waits until the  m edia becomes free, and 

then  waits a random  am ount of tim e before transm itting  [7]. Thus if the  m edia 

is busy, contention-based techniques add a delay to  message tim es. C ontention 

delays are hard  to  characterize statistically  as they depend on a large num ber of 

param eters (num ber of nodes in an area, load of each node, contention window 

size, protocol version, m odulation scheme used, etc). I t should be noted, first of 

all, th a t, unless congestion is severe, the  physical-layer delays should be small 

com pared to  wormhole delays (which involve not only physical layer delays, bu t 

also processing delays). In a  severely congested scenario, the  wormhole a ttack  

detection technique described in th is chapter may suffer, bu t in the  case of 

severe congestion secondary checks could be use to  ‘diagnose’ congestion and 

ease wormhole a ttack  detection. Note, also, th a t  if node’s own PSD  is used as 

a ‘baseline’, then  certain  aspects of congestion factor into the baseline. Finally, 

it should be m entioned th a t m inim ization of congestion delays in 802.11-based 

MAC protocol is currently  a significant research area. W hile th is current work 

is done w ithin the  framework of a s tandard  IE E E  802.11 protocol, the  protocols 

th a t minimize congestion delays would help this technique.

A nother cause of delays could be a node being too  slow in processing its own 

packets. For example, a  node could be overloaded w ith traffic, or overloaded 

w ith com putational tasks. These delays are also hard  to  characterize m athe

m atically, as they  depend on m any factors. The effect of these delays could be
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minimized if HELLO messages are trea ted  as priority  messages. N ote th a t  if a 

node is overloaded w ith traffic, its neighbours can detect th a t a  large num ber 

of packets are coming in and out of a node, and can use this traffic am ount as 

a secondary check.

W hile it is hard  to  characterize these delays m athem atically, the ir effect can 

be studied, to  a  certain  extent, in a network sim ulator. Section 5.3 describes 

NS-2 results th a t were obtained when network nodes were handling a  relatively 

large am ount of traffic, and dem onstrates th a t w ith the am ounts of traffic s tud 

ied, the  wormhole detection technique does not break down. Also, note th a t 

these delays are inherently related  to  M ANET QoS: the  smaller the  valid delays 

are (the objective of QoS), the easier it is to  spot the  invalid wormhole delay. 

Since M ANET QoS is currently  an  active research area, it is quite likely th a t 

these delays will become less of a factor as M ANET QoS techniques are being 

developed and integrated.

5.3 Experimental results

Previous sections describe how wormhole attackers can be discovered by assess

ing the  PSDs of signals created by the  HELLO messages coming from network 

nodes. This section explicitly dem onstrates the  application of this wormhole 

a ttack  discovery technique to  the traffic generated by:

•  A testbed  wormhole a ttack  experim ent described in section 2.3. These 

results are presented in section 5.3.1

• An NS-2 wormhole a ttack  sim ulation described in chapter 3 (section 3.2). 

These results are presented in section 5.3.2.
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Figure 5.12: Profile of the  experim ental tim e delay resulting from  packet trav 
eling th rough a  wormhole. The delay is m easured by com paring the  sniffer 
tim estam ps of packets broadcast by the  legitim ate node and th e  sam e packet 
after it is rebroadcast a t the  end of the  wormhole.

5.3.1 Testbed wormhole attack im plem entation results

covery technique to  the  experim ental traffic generated by a testbed  wormhole 

a ttack  im plem entation.

In the  testbed  experim ent described in section 2.3, a 9-node M A N ET was 

im plem ented in a  testbed , and two fully functional wormhole attackers were 

in troduced to  the  M ANET. The M ANET traffic was recorded w ith a wireless 

sniffer and was then  processed w ith the NTA-M ANET traffic analyzer suite 

created in th is thesis and described in chapter 3. A salient feature  of NTA- 

M ANET is the  ease of creating processing functions for analysis like this: having 

basic functionality  (uploading of wireless packets, parsing of 802.11 headers, 

handling of OLSR) in place, higher-level analytical processing can be done w ith 

only a  few lines of code.

Using the NTA-M ANET tools, it is possible to  easily parse the  captured 

testbed  traffic and calculate wormhole delay times. This is done by identifying 

packet repetitions (the signature of a wormhole) and sub tracting  the  capture 

tim estam ps. Figure 5.12 shows the histogram  of the  m easured wormhole delay 

th a t  the  testbed  wormhole attackers introduced to  the  HELLO messages coming

This section presents the application of frequency-based wormhole a ttack  dis-
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Figure 5.13: The PSDs calculated based on the  d a ta  obtained in a  testbed  
experim ent. The ‘diam onds’ show the PSD of a  valid station; th e  ‘circles’ show 
the  PSD generated by the  HELLO messages th a t were processed by wormhole 
in truders. The PSD of a signal formed by wormhole-processed packets exhibits 
a m arkedly more rap id  fall-off th an  the PSD of a  ‘valid’ signal.

from valid netw ork nodes (where the  delays were calculated by assesing the 

tim estam ps of original and wormhole-processed packets). I t is in teresting  to  

note th a t this delay d istribution  is well approxim ated by a  Rayleigh d istribution , 

w ith its m ean around 2ms.  Note th a t this delay is so low th a t it does no t affect 

network connectivity or network perform ance. In fact, as noted in section 2.3, 

the ji t te r  on HELLO mesages in this experim ent was 0.315 seconds (on average), 

so th is wormhole delay is much smaller th an  jitte r , and would not be detected 

by tim ing analysis of individual messages.

Now th a t  it has been shown th a t the  wormhole does in troduce sta tistica l de

lays to  each packet, the  analysis techniques developed and described previously 

can be applied to  the  testbed  traffic. Figure 5.13 shows the  PSD profiles of the 

valid node (‘diam onds’) and the  wormhole attacker (‘circles’) th a t were obtained 

from the  experim ental d a ta . 1 9  I t  is clear in Figure 5.13 th a t the  PSD of an  a t

19These results were obtained using sampling frequency Fs =  2000 Hz, and using 300 
packets to generate a PSD
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tacker is a tten u a ted  w ith respect to  the  PSD of a valid station, and  therefore 

a wormhole attacker in th is testbed  experim ent can be identified th rough the 

frequency-based analysis of HELLO message tim es. This result agrees nicely 

w ith the  theoretical derivations presented in section 5.1.

Note th a t the  experim ental setup th a t was used in the  testbed  -  two attackers 

connected by a direct wire -  is perhaps the  best-case scenario for th e  wormhole 

attackers (and the  worst-case scenario for a ttack  detection), requiring the  least 

am ount of processing. It is encouraging th a t  the  PSD -based technique is able 

to  spot a  wormhole attacker in th is worst-case scenario.

5.3.2 NS-2 wormhole attack simulator results

In th is section the  PSDs obtained from the  NS-2 wormhole a ttack  sim ulation 

are considered. As noted in section 5.2.3, it is very difficult to  assess theo

retically the  im pact of netw ork-related delays, such as traffic loads and nodes’ 

com putational loads, on the  PSDs. These issues are also difficult to  access 

w ithin a  testbed  scenario as they require flexibility and num erous experim ents 

w ith varying param eters. I t is, however, relatively easy to  run  several different 

experim ents w ith different traffic loads w ithin a sim ulator environm ent. This 

section dem onstrates the effect of increasing traffic load on PSD profiling w ith 

the  help of the NS-2 wormhole a ttack  sim ulation described in section 3.2.

For this analysis, the  network under consideration was a ‘s ta r ’ network, and 

wormhole attackers were connecting opposite s ta r rays, as shown in Figure 5.14. 

Five separate  experim ents were conducted, where the  traffic load was increased 

in each subsequent experim ent. Figure 5.15 dem onstrates the  norm alized his

togram  of wormhole delays obtained in an experim ent w ith no traffic. The PSDs 

obtained in these experim ents are presented in Figure 5.16.20

20In this simulation, the following parameters were used:

•  OLSR HELLO message interval K  =  1 second
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Figure 5.14: The NS-2 M ANET used in this experim ent has a  ‘s ta r ’ shape, as 
shown here. The wormhole attackers ‘connect’ opposite s ta r rays (nodes 13 and

Figure 5.15: Normalized histogram  of the  wormhole delays obtained in an NS-2 
experim ent (w ithout traffic)

•  Maximum HELLO message jitter Rmax =  j^g seconds

•  Wired links that connect wormhole attackers have a bandwidth of 1Mb and a fixed 
pre-set latency of 1ms.

•  The delay introduced by a wormhole is exponentially distributed with mean 0.003 
seconds. The total wormhole delay is the sum of link latency and the random wormhole 
delay.

•  150 packets were used to create each individual PSD.

•  Sampling frequency Fs =  1000 Hz was used for PSD profile creation.

7)

H isto g ram  of th e  w o rm h o le  d e la y s

0.8

W o rm h o le  d e lay  t im e, s
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o)o.:

Frequency, Hz

O) 0.2

Frequency, Hz

(a) The PSDs obtained in the ‘baseline’ ex- (b) The PSDs obtained in the experiment 
periment with no traffic load on the network with 3 traffic flows of 0.01Mb each 
(except for routing messages)

Frequency, Hz

W 0.2

Frequency, Hz

(c) The PSDs obtained in the experiment (d) The PSD s obtained in the experiment 
with 5 traffic flows of 0.01Mb each with 3 traffic flows of 0.1 MB each and 2

traffic flows of 0.01Mb each

Frequency, Hz

(e) The PSDs obtained in the experiment 
with 5 traffic flows of 0.1 MB each

Figure 5.16: The PSDs obtained from the NS2 wormhole a ttack  sim ulation data . 
T he dashed line shows the  PSDs of valid stations, while the  thick line shows 
the  in truders PSD. Figure 5.16(a) shows the ‘baseline’ case. In th is  experim ent, 
no additional traffic (in addition to  the  routing  traffic) was in troduced on the 
network. The o ther figures show the PSDs th a t were obtained when traffic was 
in troduced to  the  network. I t can be seen th a t as traffic increases, the  PSD 
profiles of bo th  valid nodes and in truders decrease. However, the  PSD profile 
of an  in truder is always a tten u a ted  w ith respect to  the  PSD profile of a valid 
station .
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Figure 5.16 shows the PSDs th a t were obtained in the  NS2 experim ents w ith 

different traffic loads (increasing loads from one experim ent to  the  next). Figure 

5.16(a) shows the  least am ount of traffic (routing traffic only), while Figure 

5.16(e) dem onstrates the  PSDs th a t were obtained when 5 UDP flows of 0.1 Mb 

each were in troduced to  the network. It is clear in Figure 5.16 th a t the  addition 

of traffic does cause PSD profiles of valid nodes to  decline. However, note th a t 

w ith the  highest traffic load considered (Figure 5.16(e)), the  PSD profile of a 

valid sta tion  is less a ttenua ted  th an  the PSD profile of an in truder w ith the 

least am ount of traffic (Figure 5.16(a)). However, since traffic does cause the 

decline in the  PSD profiles of valid nodes, secondary checks m ay be necessary 

to  distinguish the  wormhole attackers from valid nodes th a t are burdened by 

heavy traffic loads.

It is interesting to  note, also, th a t  the  in truder’s PSD declines w ith the 

increase in traffic load. This makes sense: the more d a ta  a wormhole has to  

tunnel, the  more delays it ends up introducing, and the  m ore random  these 

delays becom e . 2 1

5.4 D etection avoidance

It is well known th a t  security based on obscurity is bad security [8 ]. W hen 

im plem enting a security technique, one cannot rely on attackers being ignorant 

(i.e. not using the  fact th a t a  given security m echanism is in place). In this 

section, it is assum ed th a t wormhole attackers try ing to  a ttack  a  network know 

th a t they are being m onitored w ith the  techniques described in th is chapter. 

In this section, strategies th a t attackers may try  to  avoid being detected  are 

described. Section 5.4.1 discusses w hat im plem entation choices would be m ost

21 In [42], Chiu and Lui also noticed that wormhole delay increases as wormhole attracts 
more traffic.
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suitable for attackers. Section 5.4.2 shows how attackers may try  to  avoid being 

detected w ith ‘clever’ m athem atical m anipulations . 2 2

5.4.1 Changing attack im plem entation strategy

Knowing th a t random  offsets in packet periodicity are being w atched, attackers 

could change their a ttack  im plem entation stra tegy  in order to  minimize the  delay 

a n d /o r minimize the  random ness on the  delay. W ithin  a wormhole, roughly 

two packet-processing steps can be identified: packet transm ission and  packet 

processing. Below, the  stra tegy  th a t  would help attackers to  minimize the  delays 

in these steps is provided.

To minimize random ness on packet transm ission, attackers could take a  great 

care in selecting the  kind of link they use to  com m unicate between each other. 

Previously, it was m entioned th a t if attackers are sending the packets, encrypted, 

over a  covert m ulti-hop tunnel w ithin the  network itself (a so-called ‘in -band’ 

worm hole), then  the  random ness of the  wormhole delay is increased significantly 

as in this case there are m any more nodes processing wormhole packets. Thus 

wormhole attackers, try ing  to  avoid being detected, m ay avoid an  ‘in -band’ 

link, opting out for an off-channel link instead. In the  experim ents described 

in section 5.3, the attackers used a direct wired link to  com m unicate. In a 

real network, however, a  link between attackers is not likely to  be a  direct wire 

running from one attacker to  the o ther (th a t could, after all, require a  very long 

wire) except for some special cases of ‘short-d istance’ wormholes or wormholes in 

certain  sensor network scenarios. As running a wire is not a practical solution 

in m any cases, attackers could choose o ther forms of links instead. I t may 

be possible for attackers to  use the In ternet (or some other wired netw ork), a

22When a paper based on this thesis [39] was refereed, the questions about the possibility 
of attackers avoiding being detected by ‘clever’ manipulation of their processing delays were 
raised. This section addresses —  and dismisses —  these concerns.
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satellite connection, or a  high-power off-band wireless connection. If a  satellite 

or an In ternet link is used, there  would be additional processing of packets at 

each of the in term ediate nodes (on the  satellite or on each In ternet ro u te r) , and 

the  random ness on the  delay would be much higher th an  w hat can be achieved 

w ith a direct link between two attackers. A high-power off-band wireless link 

would be a b e tte r choice for attackers as no additional processing of packets 

would be involved.

W hen choosing a link, attackers not only select the  medium  for their tunnel, 

they also select link param eters. Obviously, it would be b e tte r  for attackers 

to  have a dedicated, ra ther th an  shared and contested, link, and  a  full-duplex 

link (where bo th  connected nodes can transm it a t the  same tim e) would be 

b e tte r th an  a  half-duplex (where only one of the  nodes transm its  a t any given 

tim e). A high quality, high-bandw idth link would help attackers to  minimize 

the  transm ission delays in cases where the  attackers end up forwarding large 

am ounts of traffic. W hen attackers cannot afford to  have a  dedicated high- 

bandw idth  link, they may use QoS techniques (if possible) to  ensure th a t  their 

messages in general and  HELLO messages in particu lar are trea ted  as priority. 2 3

In term s of minimizing packet processing, first of all, a dedicated attacker 

-  one th a t  only does w orm hole-related activities, and nothing else -  is b e tte r 

th a n  an a ttacker th a t  has o ther tasks. Also, extrem ely resourceful attackers can 

minimize packet processing by avoiding the use of T C P /IP  when com m unicating 

w ith each other. If they  are connected by a dedicated link, they  m ay perhaps 

come up w ith a  simplified protocol th a t would not require packet encapsulation 

and decapsulation, or even w ith a  protocol th a t will allow them  to  send each

packet bit-by-bit [4],

23 Note that HELLO messages may be treated as priority only if  HELLO messages can 
be identified by attackers. Further discussion on identifying HELLO packets is provided in 
chapter 4.
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W ith  these techniques attackers can minimize, bu t not fully remove, delay 

random ness. Also, a need to  im plem ent these a ttack  im provem ent measures 

fu rther increases the  cost of an already costly and com plicated wormhole a ttack  

[6],

5.4.2 M athem atical approaches to  wormhole com pensa

tion

In addition to  the  netw ork-related approaches described above, a ttackers could 

also use m athem atical techniques to  try  to  defeat the  proposed a ttack  detection 

scheme, th a t is, they  could try  to  minimize the  wormhole delay random ness by 

m athem atical ra th e r th an  physical means. W hen attackers have processed a 

packet, the  tim e has passed, and cannot be tu rned  back. By the  tim e a  second 

in truder receives a packet and is ready to  send it back to  the  network, the  packet 

is already delayed, the in truder cannot tu rn  back the  tim e.

A ttackers can w ait for an interval equivalent to  a HELLO message period 

(K)  and release a  packet only after th a t interval has passed. This kind of 

processing would give the  attackers some m aneuvering space as they  can ‘unde

lay’ a  packet by /j, if they  send it K  —  /i seconds after the  packet reception. Note, 

however, th a t holding a particu lar packet for th a t long would be im m ediately 

obvious from packet sequence num bers, and would be apparent even w ith loose 

synchronization of the  nodes. Nonetheless, it is still in teresting to  see how the 

attackers could try  to  defeat th is wormhole a ttack  detection technique. 2 4

24This is done for completeness. For example, if a different wireless protocol is in use that 
does not rely on packet sequence numbers.
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Wormhole delay distribution Wormhole delay compensation

a  1500
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(a) A wormhole delay histogram. 
The delay this wormhole introduces 
is Rayleigh, with mean 0.005 sec
onds and variance ~  0.0106 * 10- 3 .

-0 .025 -0 .02  -0 .015  -0.01 -0.005

(b) A histogram of the ‘compen
sating’ delay. Trying to avoid be
ing detected, the attackers, know
ing that the delay they are intro
ducing is Rayleigh with the spec
ified mean and variance, can add 
this ‘negative’ delay, also Rayleigh 
with the same parameters, to the 
tim es they release their packets.

C o m b in a tio n  of orig inal a n d  c o m p e n s a t in g  d e la y s
4000

-  3000

S  2500

-0 .03  -0 .02  -0.01 0 0.01 0.02 0.0
T im e

(c) The histogram of the delay that 
is achieved by combining a wormhole 
delay and a compensating delay pre
sented above. The total delay is ap
proximately Gaussian, with mean 0, 
and variance ~  0.0212 * 10- 3 .

Figure 5.17: H istogram s of a  sample ‘wormhole delay’, a com pensating delay 
(a delay w ith the  same param eters as the original delay, bu t negative), and 
the  resulting combined delay. Since the  a ttenuation  of the PSD  is caused by 
the  ‘random ness’ of the  delay ra th e r th an  the  actual delay m ean, th e  attackers 
would not be able to  avoid detection by ‘sub trac ting ’ the  delay d istribu tion  from 
the  packet times.
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Let us say th a t wormhole attackers are aware th a t they are in troducing a 

delay, and know the  sta tistical characteristics of th is delay. If the  delay m ean 

is a,  the  attackers may try  to  release a  packet K  — a  seconds after they  receive 

it. This, however, would be pointless as the  delay shape would stay  exactly 

the same, only the  delay m ean would get shifted around (and the  mean  does 

not m a tte r in PSD comparisons). For the next level of sophistication, attackers 

m ay try  to  com pensate for their delay by introducing a  ‘negative’ delay w ith the 

sam e distribution. Let us say th a t the attackers know th a t the ir d istribution 

is ~  D(ji).  The second attacker can then  hold on to  the  packets it receives, 

and release them  a t K  — D{ji) seconds after the reception tim e. In th is way, 

the  attacker would ‘su b trac t’ the d istribution . However, this does not remove 

random ness. This processing changes the shape of the  d istribution and makes 

the  m ean of the resulting distribution  zero, bu t does not get rid of the  s ta tis

tical d istribution. In fact, the  variance -  which could be used as a  m easure of 

‘random ness’ -  of the  combined delay is higher th an  the  variance of the  original 

delay (as the  variance of the  sum of two independent random  variables is equal 

to  the  sum of their variances). An example of th is is shown in F igure 5.17. 

The original wormhole delay shown in Figure 5.17(a) is Rayleigh w ith m ean 

0.005 seconds. The ‘com pensating’ d istribution  is a Rayleigh w ith the  same 

param eters, bu t it is negative (a packet is released K  — J?(0.005) seconds later). 

T he to ta l delay of th is processed packet (minus K )  is shown in Figure 5.17(c). 

This resulting delay is no longer Rayleigh (it is actually  well-approxim ated by 

a G aussian), and its m ean is zero. However, the  resulting delay is m ore d istrib 

uted . W hile the  variance of the  original Rayleigh is ~  0.0106*10~3, the  variance 

of the  combined delay is ~  0.0212 * 10~3. 25 It is clear th a t th e  sub traction  of 

the  statistically  equal delay would not help attackers to  avoid being detected.

25These results were obtained with a MATLAB simulation, which used n =  100,000 mea
surements to calculate the variance of a sample
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So, this way of com pensation does not help attackers: once the  random ness 

is in troduced to  the  packets, it is difficult to  remove it. Knowledge of the  delay 

d istribution  does not help attackers to  remove the  random ness. However, if the  

attackers know the  actual delay they are introducing to  a particu lar packet 

(which could be possible if attackers are precisely synchronized), then  they 

can remove the  random ness. Suppose the first attacker receives a packet a t 

tim e t0- W hen sending the packet on to  the second attacker, the  first attacker 

would include the  tim estam p to w ith the  packet. The second attacker, having 

processed the  packet, would then  be able to  send it to  the  network exactly K  

seconds after to■ This requires precise synchronization between attackers, and, 

as noted above, would still be evident if sequence num ber checking or some loose 

tim e synchronization is enabled on the network.

5.5 Discussion

In th is chapter, a  novel wormhole a ttack  detection technique based on frequency 

analysis of periodic HELLO messages is described. This technique is based 

on the fact th a t  wormhole attackers add small random  delays to  the  HELLO 

messages they  are re transm itting  and the  presence of such small random  delays 

can be easily detected w ith frequency analysis of HELLO message periodicity.

W ith  th is technique, it is possible to  detect wormhole attackers th a t  do not 

drop traffic and do not d isrupt network operations -  so-called ‘d o rm an t’ worm

holes. Moreover, note th a t th is technique does not rely on d istan t physical 

separation of wormhole attackers like the  GPS-based techniques. The GPS- 

based techniques detect th a t  a packet has travelled a long distance; th is tech

nique detects th a t a packet has been additionally processed. Therefore, un

like G PS-based techniques, this technique is capable of detecting  ‘short-range’ 

wormholes [5]. I t is believed th a t th is is the  first published technique th a t  can
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detect bo th  short-range and long-range wormholes (i.e. range-independent), and 

also first th a t can detect dorm ant wormholes w ithout introducing overhead or 

changes to  the  existing protocols.

In section 5.4, it was suggested th a t the attackers th a t are tigh tly  synchro

nized may avoid being detected by this technique if they hold on to  the  HELLO 

messages so th a t  the  periods between the  HELLO messages they  are releasing 

are exactly w hat they  should be. I t should be stressed th a t having to  be th a t 

tigh tly  synchronized is costly for attackers. However, it is possible. Fortunately, 

these actions of attackers are easily detectable -  and are, indeed, im m ediately 

obvious -  by either packet sequence num ber checking or by having network 

nodes loosely synchronized and aware of possible wormhole-induced delays on 

HELLO messages. Therefore, one of these techniques should be incorporated  

in a network th a t relies on th is wormhole a ttack  detection technique. Sequence 

num ber checking is triv ial and is very easy to  implement; if netw ork nodes are 

loosely synchronized, the im plem entation of delay detection is triv ial as well.

In section 5.2.2, the  sinusoidal jitte r  idea was discussed. This form of jitte r  

acts as a  carrier frequency, introducing high-frequency com ponents to  the  PSDs 

of valid stations. W ith  this jitte r, the  wormhole delay would be im m ediately 

obvious from the  PSDs, even if very few packets are used for PSD creation. The 

sinusoidal jitte r  appears to  be a prom ising research direction. Such jit te r  can 

be easily im plem ented w ithin an NS-2 sim ulation where its effect on network 

perform ance can be studied, and its effectiveness in discovery of wormhole a t

tacks can be dem onstrated. F urther work, built on the foundation of the  tools 

and the  analysis preseted in this thesis, is being pursued a t DRDC.

Section 5.3.2 described the PSDs th a t were obtained in an NS-2 sim ulator 

w ith some traffic load. These NS-2 experim ents dem onstrate th a t the  PSD 

profiles of valid stations do decline when the  am ount of traffic on a  netw ork is
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increased, bu t the  PSD profiles of in truders decline even fu rther as well. This 

dem onstrates th a t simple secondary checks may be required to  distinguish a 

node overloaded w ith traffic and a  node affected by wormhole attackers.

An extension of the  NS-2-based study of this wormhole a ttack  detection 

technique is an im portan t fu ture work direction. The NS-2 sim ulations w ith 

m ore traffic, and more diverse traffic, can be considered. W ithin  the  sim ulator, 

it would be possible to  im plem ent and study the  secondary checks and their 

effectiveness in distinguishing an overloaded node and a  wormhole attacker. 

Also, it can be exam ined w hether assigning HELLO messages a  ‘p rio rity ’ sta tu s 

would help deal w ith the  attenuation  of PSD profiles caused by traffic loads.
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Chapter 6

Summary and future work 

directions

This thesis deals w ith wormhole a ttack  discovery in mobile ad hoc networks. The 

contributions of this thesis to  the field of ad hoc network security research are the 

tools th a t were created as p a rt of this work and the  wormhole a ttack  discovery 

techniques. The developed wormhole a ttack  discovery techniques do not rely on 

specialized hardw are and do not require clock synchronization. Moreover, these 

techniques are local, and do not introduce overhead; instead, they  work w ith 

routing messages th a t are already present on a  network.

One of the  tools th a t was developed in this thesis is a netw ork traffic ana

lyzer’s M ANET suite, which allows the  network traffic analyzer to  easily work 

w ith 802.11 d a ta  and OLSR routing messages, and also has some ad-hoc- 

network-specific functionality. This tool will allow researchers w anting to  create 

the ir own a ttack  detection or a ttack  analysis modules to  do so easily, w ith

out having to  im plem ent low-level functionality related  to  ad hoc networks. In 

chapter 3, the  functionality of th is tool is described, and a  small case study
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dem onstrating its effectiveness is discussed.

In this thesis, a  realistic NS-2 wormhole a ttack  sim ulation was also devel

oped. A lthough a  num ber of researchers have been working w ith wormhole 

attacks, a wormhole a ttack  sim ulation was neither presented nor described by 

any of them . The developed NS-2 wormhole a ttack  sim ulation is described in 

chapter 3; its effectiveness is dem onstrated  in appendix A. This wormhole a ttack  

sim ulation will allow researchers to  easily modify wormhole a ttack  param eters 

and to  te s t the ir own solutions to  wormhole attacks.

A wormhole a ttack  detection technique suitable for detecting wormholes th a t 

drop network traffic is developed in th is thesis, and is presented in chapter 4. I t is 

a  simple, ready-to-im plem ent technique th a t is based on detection of wormhole- 

induced loss of periodic network messages. I t introduces no overhead, does not 

require changes to  routing protocols, and has no specialized hardw are require

m ents. This technique is sim ilar in sp irit to  the a ttack  detection approaches 

based on counting the num ber of packets th a t go through a link. However, 

unlike these techniques, the  protocol-breaking technique presented in chapter 

4 uses protocol-im plied num ber of routing messages as side inform ation, there

fore elim inating the need for acknowledgements, cooperation between nodes, 

overhearing o ther node’s forwarding, etc.

This thesis also presents an approach to  wormhole a ttack  detection in wire

less ad hoc networks based on frequency analysis of periodic rou ting  messages. 

This approach is novel: th is technique discovers th a t a  packet has been ‘over

processed’, while o ther wormhole a ttack  discovery techniques work by discov

ering th a t a  packet has travelled too fa r/to o  fast. This approach, presented in 

chapter 5, works because wormhole attackers inevitably add small random  de

lays to  the  messages they  are processing. Like the  protocol-breaking technique, 

th is technique relies on periodic routing messages th a t are readily available on
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the  network, and does not generate any ex tra  traffic. In chapter 5, th is technique 

was exam ined m athem atically, and was shown to  work on testbed  experim ental 

d a ta  as well as on the d a ta  generated by the NS-2 wormhole a ttack  im plem en

ta tion . Different ways for attackers to  avoid being detected were discussed in 

chapter 5, and it was shown th a t the described avoidance m echanisms would 

not be able to  defeat this a ttack  detectiom  technique. This is a powerful detec

tion  m ethod because it can detect dorm ant wormholes and because it does not 

couple intrusion detection to  connectivity/netw ork perform ance.

6.1 Future work directions

C ertain  work can be done in term s of extending the  tools -  the  network traffic 

analyzer and the  wormhole a ttack  sim ulation -  th a t were developed in this 

thesis. The network traffic analyzer tool was m ade capable of working w ith 

IE E E  802.11 and w ith OLSR; it can be extended to  work w ith o ther MAC- 

layer and routing-layer protocols. The NS-2 im plem entation of the  wormhole 

a ttack  can be extended to  include different links, to  work w ith different routing 

protocols, etc.

C hapters 4 and 5 present a framework, the  techniques th a t can be used for 

wormhole a ttack  detection. Real-life im plem entation of these techniques would 

be a very interesting project. Such an im plem entation would allow one to  set 

specific thresholds and specify exact num ber of packets required for reliable 

wormhole a ttack  detection, examine the  false-positive and false-negative worm

hole a ttack  detection results, and study the  effectiveness of secondary checks in 

reducing false-positives and false-negatives.

In chapter 5, the  idea of using sinusoidal ji t te r  to  ease wormhole a ttack  

detection was presented. It seems prom ising because it allows one to  discover 

wormholes using very few HELLO packets -  th a t  is, achieves low wormhole
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attack  discovery latency. Further m athem atical analysis (as well as a  real-world 

im plem entation) of this technique would be an exciting research direction.

Finally, the  work in the  area of wormhole a ttack  detection was done w ith 

proactive routing  protocols th a t rely on periodic HELLO messages. W hen such 

protocols are used, there  is no need to  send any additional messages for worm

hole a ttack  discovery. However, the  work described in chapters 4 and 5 equally 

applies to  any other periodic messages on a network. For the  networks th a t 

use reactive routing  protocols, a separate wormhole a ttack  discovery p ro to

col may be created. Note, th a t such protocol can be based on simple ICM P 

E C H O  R E Q U E S T S  -  pings, th a t  are, by default, periodic w ith period 1 sec

ond, and their periodicity can be set by a user [43]. Creation of a separate 

wormhole a ttack  discovery protocol independent of routing protocol would be 

another interesting project; the  framework for such protocol is presented in this 

thesis and the  im plem entation should be relatively simple.
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Appendix A

NS-2 wormhole in action

C hapter 3 describes the NS-2 wormhole a ttack  sim ulation th a t  was designed 

and  developed in this thesis. This appendix shows w ith trace files and network 

nodes’ routing tables how the  wormhole a ttack  sim ulation works. Since the 

wormhole is ‘observed’ th rough sim ulation trace  files, the  NS-2 trace  form ats are 

first briefly explained in section A .I. Section A .2 shows how the  rou ting  tables 

of network nodes are affected when a  wormhole is introduced to  the  network. 

Finally, section A .3 dem onstrates how a  packet travels th rough a wormhole (as 

observed in the  NS-2 traces).

A .l NS-2 trace format

There are several trace  form ats th a t NS-2 uses, often simultaneously. There 

are ‘o ld’ and ‘new ’ trace form ats, as well as changes to  form ats from  one NS- 

2 release to  the  next. In addition, different trace  form ats are used in wired 

and  wireless sim ulations [44]. In th is wormhole a ttack  sim ulation, where bo th  

wired and wireless packets are used, bo th  wired and wireless trace  form ats are 

encountered. In th is section, the NS-2 traces th a t are relevant to  the  wormhole
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attack  sim ulation are discussed; for more details, readers are encouraged to  

consult [44] . 1

The following is an  example of a ‘wireless’ NS-2 trace  line :2

s 22.002612476 _5_ MAC --  340 OLSE 240 [0 ffffffff 5 800]

------- [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

In order of appearance, the following inform ation can be ob tained from this 

trace:

•  s: The first en tity  in the  trace shows the  ‘event’ th a t happened. In the 

line above, the  event is ‘s ’, which stands for ‘send’. O ther possible events 

are ‘r ’, ‘f ’, and ‘D ’, which stand , respectively, for ‘receive’, ‘forw ard’, and 

‘d rop ’ [44].

•  22 .002612476: The second entry is the  tim estam p of when an  event has 

happened (where the tim e is in seconds). These are sim ulated, NS-2 event 

tim estam ps, and they are not related  to  the tim e it took the  sim ulator to  

get to  an  event.

•  _5_: The unique address of the  NS-2 node th a t generated th is event. In 

NS-2, the  unique ID of a  node is the  same as the  node IP  address. I t may 

be interesting to  note th a t this NS-2 unique ID of a node is no t assigned 

by a user in a  script —  rather, NS-2 itself assigns these addresses.

• M A C : This en try  indicates the level on which the  event is recorded. In 

NS-2, when a te s t script is created, the  activated tracing level is selected, 

for example, MAC (M edium Access Control) or R TR  (routing layer). This 

field is im portan t and cannot be ignored. For example, a  packet ’received’ 

on a MAC level is not the  same as the packet being ‘received’ by a  routing

1 Further information on the OLSR trace format is provided in [45]
2This is an ‘old’ wireless trace format [44]
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agent, as a packet received on a MAC level won’t  necessarily go up to  the  

router.

•  340: A unique packet ID, assigned to  a  packet by NS-2. This packet 

ID stays the  same no m atte r how much a packet is altered when it goes 

th rough different layers of different nodes.

• O L S R : This is an OLSR packet.

• 240: Packet size, in bytes.

• [0 ffffffff 5 800]: MAC-level packet inform ation, in hexadecim al form at: 

the  packet M A C-duration, the E thernet address of the  destination  (broad

cast in this case), the  E thernet address of the  packet source, and  finally 

the  packet type (where 800 in hexadecim al stands for IP ).

• [5:255 -1 :2 5 5  32 0]: IP-level packet inform ation: IP  address of the 

source, source po rt address, IP  destination address (where -1 stands for 

broadcast), IP  destination port, packet’s Tim e To Live, and  next hop 

destination (where applicable; here it is zero as it is not applicable).

•  [1 30 [H E L L O  5 0 14]]: OLSR-specific inform ation: the  num ber of 

OLSR messages in th is OLSR packet (1), the  sequence num ber of the 

OLSR packet (30), and the  message inform ation: th is is an  OLSR HELLO 

message, sent out by node 5, w ith hop count zero and sequence num ber 

14 [45].

In th is work, the  ‘w ired’ trace form at is also encountered. An exam ple of an 

NS-2 trace  line in the  wired form at is presented below:

r  2 2 . 0 1 5 1 0 2  2 3 OLSR 188 -------------  0 5 . 2 5 5  - 1 . 2 5 5  - 1  3 40

In this line, the  following inform ation can be identified, in order of appear

ance:
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•  r: An event th a t had  happened, where ‘r ’ stands for ‘receive’, sim ilar to  

the  wireless trace. In addition to  the  events indicated for wireless traces, 

the ‘event’ entry  could also be ‘+ ’ and — the  signs indicating a packet 

being enqueued/dequeued on a wired link.

•  22 .015102: The tim estam p of the  event

•  2 3: Shows to  whom and from whom the  packet came. In th is  case, node 

3 has received a packet th a t was sent by node 2. Node 2 is not necessarily 

an originator of this packet — rather, its the  packet’s previous-hop.

•  O L S R : This is an OLSR packet.

•  188: Packet size, in bytes.

•  0: Packet flow ID.

•  5 .255  -1 .255: The IP-level packet inform ation. This packet was sent 

from port 255 of node 5 to  the  p o rt 255 of a  broadcast destination  (IP 

address - 1 ).

•  -1 : Packet sequence num ber.

•  340: This is the  unique packet ID. In wireless traces, the  packet ID is 

mixed in the  middle; in wired traces, the  packet ID is a t the  very end of 

the line.

A .2 W ormhole’s effect on routing

T he wormhole a ttack  was tested  on a num ber of network layouts and it was 

observed th a t the  wormhole was working correctly: w ith a wormhole present, 

nodes th a t were far away considered themselves to  be neighbours. In th is section, 

a  wormhole’s effect on a particu lar network setup is dem onstrated.
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Figure A .l: A ‘s ta r ’ network layout w ith a wormhole connecting opposite ends 
of rays. A network, created w ith NS-2, has the  ‘s ta r ’ shape w ith 4 rays. A 
wormhole ‘connects’ nodes 13 and  7.

(3 ) (Jo)

(3)v!( 9 )

' 11)

( t |  
' - 13)

Figure A.2: G raphical representation of node 7 routing tab le  (no wormhole 
present). The num ber of hops is shown in brackets; links in the  two-hop region 
of node 7 are shown by arrows
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'15)12;

Figure A.3: G raphical representation of node 7 routing tab le  w ith a wormhole 
‘connecting’ nodes 7 and 13. Nodes as d istan t as 13,12, and  11, node 7 considers 
to  be direct neighbours. Note, th a t com m unication w ith nodes 14 and  8  also 
goes through the wormhole, as node 7 considers them  to be 2 hops away (going 
through node 1 1 ).
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To study  the  effect of a  wormhole attack , a wormhole is in troduced to  a ‘s ta r ’ 

layout network, which is shown in Figure A .I. In this layout, th e  nodes are far 

enough from each other to  necessitate m ulti-hop com m unication. For example, 

when the wormhole is not activated, the  routing  tab le  of node 7 (shown in Table 

A .l and graphically represented in Figure A .2) shows th a t node 7 is 3 hops away 

from nodes 13, 10, and  16.

D estination Next D istance

4 6 2

5 5 1

6 6 1

8 5 2

9 6 3
1 0 5 3
1 1 5 2

1 2 6 3
13 5 3
14 5 2

15 6 3
16 5 3

D estination Next Distance

4 6 2

5 5 1

6 6 1

8 1 1 2

9 6 3
1 0 1 1 3
1 1 1 1 1

1 2 1 2 1

13 13 1

14 1 1 2

15 6 3
16 1 1 3

Table A .l: R outing table of node 7 Table A .2: R outing tab le  of node 7 w ith
(from Figure A .l) , w ithout a worm- a  wormhole present. Affected routes are
hole. G raphical representation is shown shown in bold. G raphical representa-
in Figure A .2. tion is shown in Figure A.3

As shown in Figure A .l, the  created wormhole ‘connects’ nodes 13 and 7. 

The routing sta te  of node 7 w ith wormhole activated is shown in Table A .2 and 

graphically in Figure A .3. W ith  a wormhole present, node 7 now believes nodes 

12 and 13, which are bo th  3 hops away in reality, to  be its d irect neighbours. 

This dem onstrates th a t the  NS-2 wormhole a ttack  does ‘work’ in a  sense th a t 

it results in predicted routing  changes.
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A .3 A packet going through the wormhole: NS-

2 trace

Previously, the schem atics of NS-2 wormhole a ttack  model were explained (sec

tion  3.2.2). This section shows in detail how a packet travels th rough a worm

hole; a packet’s p a th  is dem onstrated  in the  NS-2 trace.

>16

Figure A.4: A s ta r topology from figure A .l w ith wormhole a ttackers identified. 
In rou ting  tables coming out of the  s ta r topology (figures A .l, A .3, A .2 ) a ttack 
ing nodes are not present. They are, in essence, invisible. In the  NS-2 trace, 
however, the  attackers can be observed. In this s ta r topology, the  a ttackers 0 
and  3(a sink and  a source) are placed next to  node 13, while the  o ther sink and 
source (nodes 1 and 2) are placed next to  node 7.

Below, a  p a rt of NS-2 trace is provided, which shows how a  packet is tran s

ferred th rough the  developed NS-2 wormhole. This trace was obtained from  the 

‘s ta r topology’ network sim ulation described in section A .2, w ith the  wormhole 

a ttack  activated. The s ta r topology, including the  in truders present on the  net

work, is shown in Figure A.4. Figure A.4 shows the intruders: nodes 0 and 2 

are sinks, they  collect the  inform ation from the  network and send it on a wired 

link. Nodes 1 and 3 are the  sources th a t replay the inform ation to  the  network. 

The trace  below shows how a  HELLO message w ith unique ID 340, created  by 

node 5, is captured by wormhole attackers and replayed a t the o ther end of the
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network:

[1] s 22.002612476 .5. MAC   340 OLSR 240 [0 ffffffff 6 800]   [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[2] r 22.003572869 _4_ MAC —  340 OLSR 188 [0 ffffffff 5 800]   [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[3] r 22.003572870 .6. MAC   340 OLSR 188 [0 ffffffff 5 800]...... - [5:265 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[4] r 22.003573032 .8. MAC   340 OLSR 188 [0 ffffffff 5 800]   [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[5] r 22.003573036 .14. MAC ---- 340 OLSR 188 [0 ffffffff 5 800]   [5:255 -1:256 32 0] [l 30 [HELLO 5 0 14]]

[6] r 22.003573269 _7_ MAC   340 OLSR 188 [0 ffffffff 5 800]   [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[7] r 22.003573272 .11. MAC ---- 340 OLSR 188 [0 ffffffff 5 800]---------[5:255 -1:255 32 0] [l 30 [HELLO 5 0 14]]

[8] D 22.003573306 .1. MAC -- 340 OLSR 188 [0 ffffffff 5 800] --- --  [6:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[9] r 22.003573307 .2. MAC -- 340 OLSR 188 [0 ffffffff 5 800] --- --  [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[10] r 22.003597869 .4. RTR — 340 OLSR 188 [0 ffffffff 5 800] --- --  [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[11] r 22.003597870 .6. RTR — 340 OLSR 188 [0 ffffffff 5 800] --- -- [5:255 -1:255 32 0] [1 30 [HELLO S 0 14]]

[12] r 22.003598032 .8. RTR -- 340 OLSR 188 [0 ffffffff 5 800] --- —  [5:255 -1:265 32 0] [1 30 [HELLO 5 0 14]]

[13] r 22.003598036 _14_ RTR — - 340 OLSR 188 [0 ffffffff 5 800] -- ---  [5:266 -1:256 32 0] [1 30 [HELLO 5 0 14]]

[14] r 22.003598289 .7. RTR -- 340 OLSR 188 [0 ffffffff 5 800] --- --  [5:255 -1:255 32 0] [1 30 [HELLO S 0 14]]

[15] r 22.003598272 .11. RTR — - 340 OLSR 188 [0 ffffffff 5 800] -- ---  [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[16] + 22.003598 2 3 OLSR 188 — ---- 0 5.265 -1.255 -1 340

[17] 22.003598 2 3 OLSR 188 — ---- 0 5.255 -1.255 -1 340

[18] r 22.015102 2 3 OLSR 188 — ---- 0 5.255 -1.255 -1 340

[19] r 22.015102307 _3_ RTR -- 340 OLSR 188 [0 ffffffff 5 800] --- --  [5:255 -1:255 31 0] [1 30 [HELLO 5 0 14]]

[20] f 22.015102307 _3_ RTR — 340 OLSR 188 [0 ffffffff 5 800] --- —  [6:255 -1:2SS 31 0] [1 30 [HELLO 5 0 14]]

[21] s 22.015177307 _3_ MAC -- 340 OLSR 240 [0 tttttttt 3 800] --- -- [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[22] D 22.016137308 .0. MAC — 340 OLSR 188 [0 ffffffff 3 800] --- —  [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

[23] r 22.016137370 .13. MAC — - 340 OLSR 188 [0 ffffffff 3 800] -- ---  [5:255 -1:266 32 0] [1 30 [HELLO 5 0 14]]

[24] r 22.016137767 .12. MAC — • 340 OLSR 188 [0 ffffffff 3 800] -- ---  [5:255 -1:265 32 0] [1 30 [HELLO 5 0 14]]

[25] r 22.016162370 .13. RTR — • 340 OLSR 188 [0 ffffffff 3 800] -- ---  [5:255 -1:256 32 0] [1 30 [HELLO 5 0 14]]

[26] r 22.016162767 .12. RTR — - 340 OLSR 188 [0 ffffffff 3 800] -- ---  [5:255 -1:255 32 0] [1 30 [HELLO 5 0 14]]

Lines 1-26 above show a  single packet traveling through a  wormhole. The 

first line shows node 5 sending a  HELLO message w ith NS-2 unique ID 340. 

Then, valid nodes 4,6,8,14,7,and 11 receive the message on the  MAC level - i.e, 

the ir wireless cards register th a t message. Line 8  indicates th a t  node 1 (one of 

the  source in truders), also receives this message, bu t the  message is dropped 

(indicated by le tter D  a t the  beginning of line 8 ), as it should be, since node 1 

is an in truder source node, and source nodes are supposed to  drop all packets 

they receive wirelessly. Line 9 shows th a t node 2 (a wormhole sink in truder) 

has received the HELLO message sent by node 5. The following lines (10-15), 

dem onstrate th a t nodes th a t previously registered the  message on the  MAC 

level, transfer it to  the  router (OLSR) level.

Lines 16 through 18 use wired trace form ats. Line 16 is an enqueuing event:

116

R eproduced  with perm ission of the copyright owner. Further reproduction prohibited without perm ission.



it indicates th a t a  packet was added to  a  queue on the  link between nodes 2  

and 3. Line 17, respectively, shows th a t a packet was removed from th a t link. 

Line 18 shows th a t  the  packet was received by node 3 (the source in truder on 

the  opposite network end) on the  wired interface. Note, th a t  in the  process 

of capturing and  re transm itting  th is packet, its IP-level (and higher-level) in

form ation was not altered — as noted before, the  wormhole has to  resend the 

packets unaltered.

Once the in truder source node 3 receives the  message on the  wired side, it 

has to  forward it wirelessly. Line 19 indicates th a t a packet was transferred  to  

the  routing  level of node 3, while line 20 shows node 3 forwarding th is message 

(indicated by le tter / ) ,  as it should. Line 21 shows th a t node 3 sends this 

message, and the  following lines show th a t the  message is received by nodes 0 , 

13, and 12. Note, th a t while nodes 13 and 12 forward the  packet to  the  rou ter 

level (lines 25 and 26), an in truder sink node 0 drops it (line 22), as it should.
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A ppendix B

List of acronyms

AES Advanced E ncryption S tandard

AO DV Ad-hoc O n-Dem and Vector routing

ARP Address Resolution Protocol

CPU C entral Processing Unit

CRC Com m unications Research Centre

DRDC Defence Research and Development C anada

FTP File Transfer Protocol

GPS Global Positioning System

HMTI HELLO Message Time Interval

ICMP In ternet Control Message Protocol

IDS In trusion D etection System

IEEE In stitu te  of E lectrical and Electronics Engineers
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IP In ternet Protocol

LAGN Location-Aware G uard  Node

LL Link Layer

LLC Logical Link Control

MAC M edium Access Control

M A N E T  Mobile Ad Hoc Network

MN E Mobile Network Em ulator

MP R M ultipoint Relay

NIO Network Inform ation O perations

NTA Network Traffic Analyzer

OLSR Optim ized L ink-State Routing

OSI Open Systems Interconnection

OS P F  Open Shortest P a th  F irst

P S D  Power Spectral Density

QoS  Q uality of Service

RTT R ound Trip Travel Tim e

SIFS Short Interfram e Space

TC  Topology Control

T C P  Transm ission Control Protocol

U D P  User D atagram  Protocol
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W E P  W ired Equivalent Privacy

W PA  W i-Fi P ro tected  Access
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